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Corrupt acts have to be detected and prosecuted
and offenders have to be punished and deprived of their illicit proceeds.

At the same time, opportunities for corrupt practices have to be reduced
and potential conflicts of interest have to be prevented
through transparent and accountable administrative structures
at legislative, executive and judicial level as well as in the private sector.

Comprehensive integrity-enhancing strategies, exchange of best practices
and institutional safeguards should ensure that decisions in the public sector
are solely taken in the public interest.

Commission Communication on a comprehensive EU policy against corruption (28 May 2003)
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Abstract

The overall objective of this study is to provide information, methodologies and tools for the European
Commission and Member States’ authorities for the implementation of the EU anti-corruption policies. For the
purpose of this study, corruption has been defined as “the abuse of power for private gain”. This study focuses
on public procurement where corruption generates an economic loss for the public — the costs of corruption.
The focus in this study is on the direct costs: the public loss as a consequence of suboptimal performance —
which is due to decisions (e.g. procurement choices) or project implementation (e.g. overspending) — that can
be attributed to corruption. The focus is thus neither on indirect costs (costs as results of effects of corruption
on public institutions, the environment, psychological costs, and costs to civil society), nor on the private gain,
i.e. not on the bribe that has been paid or the kick back that has been received.

In this study, a methodology has been developed to estimate the direct costs of corruption in public
procurement. This methodology has been tested in 5 selected sectors of the economy where EU Funds are spent
(road & rail construction, water & waste, urban & utility construction, training and R&D/high tech/medical
products). Although this methodology builds on elements of existing ways of measuring risks and costs of
corruption, it is new and innovative in many respects. The methodology confirms the assumption that public
procurements which are corrupt differ in characteristics from public procurements that are ‘clean’. Many
variables from the literature point towards indicators, or ‘red flags’, that signal a higher probability that a
procured product, service or work is corrupt. 27 red flags were identified for the purpose of this methodology.
In 8 EU Member States, 192 ‘corrupt’, ‘grey’ and ‘clean’ cases in the selected sectors of the economy were
assessed on these 27 indicators. Corrupt and grey cases turned out to be very similar in terms of characteristics,
but both differ markedly from the clean cases. The involvement of EU funding significantly reduces the risk of
corruption. On the basis of this assessment, it was determined which combination of red flags proved to be the
strongest predictors for a higher probability of corruption in a procurement case, especially when found in a
combination:

e Strong inertia in composition of evaluation team; Award contract has new bid specifications;

o Multiple contact points; o Substantial changes in project scope/price after

o Contact office not subordinated to tender provider; award;

o Contact person not employed by tender provider; e Connections between bidders;

o Shortened time span for bidding process; o All bids higher than projected overall costs;

e Accelerated tender; e Award contract and selection documents not public;
e Tender exceptionally large; o Awarding authority not filled in all fields in

o Complaints from non-winning bidders; TED/CAN and other missing information.

Subsequently, an estimate of the performance of these projects was made as well as the public loss due to
corruption. Thereto, differences in effectiveness and efficiency between corrupt and grey cases on the one hand
and clean cases on the other hand were assessed, taking into account elements such as cost overruns, delays
and quality considerations. The analysis confirmed the assumption that corrupt/grey procurement cases are
less performing than ‘clean’ procurements, although the latter could also suffer from efficiency and
effectiveness concerns. In the sample of 192 cases, a clearly higher public loss in the corrupt and grey cases was
identified: whereas clean cases generate a public loss of 5% of their projected costs, corrupt/grey cases generate
a public loss of 18%. Thus, 2/34 of the performance problems in corrupt/grey procurements (13% of budgets
involved) can be attributed to corruption.

The identified predictive red flags were in a next stage tested on a random sample of 113 procurements of
specific product groups in the same selected sectors. This sample of cases — for which it was not known whether
corruption was involved — was collected in the same 8 EU Member States for the period 2006-2010. Most data
was not available in EU or national databases, but had to be collected via the procuring authorities. Based on
the collected sample, it is possible to estimate the probability of corruption within different confidence
bandwidths. The estimated probability in public procurement of construction work for motorways (11—21%)
and ratlway track construction materials and supplies (9-18%) lies within rather confined confidence
bandwidths, due to the high number of cases studied. Furthermore, the two product groups selected appear to
be typical for the broader sector. The estimated probability of corruption in waste water treatment plants is
higher, with 28—43%. The estimated probability of (airport) runway construction works (urban/utility
construction) amounts to 37-53%.
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The estimates for radiotherapy, mechanotherapy, electrotherapy and physical therapy devices (R&D/high-
tech/medical) suffer from a limited number of cases in the sample (10—32% estimated probability of
corruption). This limitation applies even more to the procurement cases in staff development services
(training), which results in a very large bandwidth (0—46% estimated probability of corruption).

Levels of probability of corruption in the product groups within rail and road have also been analysed at
Member State level. The main finding here is that the probability of corruption is not only confined to one or
two Member States, but that the phenomenon appears to be more structural across the Member States studied.

With the possibility to predict the probability of public procurements being corrupt, an attempt was made to
make an ex-post estimate of the probability of corruption for public procurements that are recorded in the
Tender Electronic Daily (TED) database. In the TED, all EU and national public tenders above specific contract
values must be published. Only 8 of the 11 red flags mentioned above are available in the TED, but the overall
explanatory power of these variables combined is found already to be rather strong.

According to the performed analysis of TED-data for the selected product groups, the product group with the
highest probability of corruption are the staff development services (23—28%) and construction of waste water
plants (22—27%). Probability of corruption is estimated to be lower for rail (15—-19%) and for road (11-14%),
radiotherapy, mechanotherapy, electrotherapy and physical therapy devices (also 11—-14%) and (airport)
runway construction works (urban & utility construction): (11—-13%).

The two approaches appear to come to comparable results, especially in the case of road and rail construction as
well as waste water treatment. Taken together, and by extrapolating the above estimates to the procurements
published in the Official Journal, the overall direct costs of corruption in public procurement in
2010 for the five sectors studied in the 8 Member States constituted between 2.9% to 4.4% of the
overall value of procurements in the sector published in the Official Journal, or between

EUR 1 470 million and EUR 2 247 million. It should be noted that the estimated value of tenders published in
the TED in 2010, as percentage of the total value of public expenditure on works, goods and services in the 8
selected EU Member States, is 19.1%, but it is not known what this percentage is for the individual sectors of the
economy studied.

When using and interpreting the above figures, caution is required for various reasons. The econometric model
here developed is able to explain 55% of the corruption/grey status, which still means that 45% remains
unexplained. Furthermore, results include both estimates for sectors as well as product groups. Finally, it is
important to recall that types of corruption differ between sectors and Member States and no estimates can
therefore be provided for Member States and sectors not studied. Besides, the absolute estimates of the direct
costs of corruption only take into account the volume of public procurement which is published in the Official
Journal. Furthermore, indirect costs of corruption such as effects on public institutions, the environment,
psychological costs, and costs to civil society have not been estimated.

Nevertheless, the above findings indicate that public procurement is an activity in the economy and in the
public administration which is at higher risk. Although the research points towards corruption being lower in
procurement cases supported by EU Funds, it was not possible to distinguish corruption related to EU Funds
from other funds in the eight EU Member States in scope.

In addition to the methodology to estimate the direct costs of corruption in public procurement, an analysis was
made of prices of standardised units. If from prices of products, services or works typically procured with the
support of EU Funds, prices per unit can be deducted, and these unit prices differ between procurements of the
same authority, between procuring authorities or between regions or Member States, and no other explanation
can be found for these price differences, than an explanation might be corruption. The price of standardised
unit can thus, from a theoretical point of view, be envisaged as a tool for detecting and preventing potential
cases of corruption. However, from a practical point of view, the limitations bring discredit on the use of a price
of standardised unit considering the actual data availability and quality. The main reason for rejecting this
approach is that it does not allow for the extreme diversity of conditions under which projects are implemented
in practice, including location, topography, institutional differences and many others. Although prices of
standardised units are in practice not an appropriate indicator for preventing or detecting possible cases of
corruption, they are helpful for estimating procurement prices.

It is almost impossible to draw valid conclusions on the effectiveness of anti-corruption measures and
programmes as it proved almost impossible to empirically measure the scale of corruption in public
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procurement precisely — the comprehensive methodology developed in his study provides the very first
estimates — and it was therefore not possible to measure change in corruption levels either. Furthermore, it is
difficult to establish causality between anti-corruption reforms and changes in corruption levels: did these
changes occur in spite of or thanks to anti-corruption efforts? For only a few measures, laboratory and field
experiments provide some first insights that they actually cause some effect. But then, how should the
contribution of individual measures to changing levels of corruption be determined?

It is however possible to identify practices that in theory can work as a positive or as a negative practice as
regards to the prevention, detection and investigation of corruption and which help to prevent or detect
activities, behaviour and/or circumstances that lead to the appearance of red flag-situations. The main positive
practices identified in this study that also help to prevent and detect the strong predicting red flags are:

e Corruption risk management that not only focuses on the contractors, but also on subcontractors and others
involved in the proper execution of the contract;

o No shift (outsourcing) of public procurement activities from public entities to either private or public
enterprises that are not subjected to public procurement laws;

o Proper screening of contractors and beneficiaries, especially their ultimate beneficiary owners;

o Pre-employment screening and periodical in-employment screening of all involved in public procurement:
public officials as well as temporary staff and external parties hired to facilitate public procurement;

o Specialised, well-trained public procurement staff who share their expertise, knowledge and (market)
intelligence, also across Member States’ borders;

o A structured market analysis and sharing of market intelligence, also across EU Member States’ borders;

o Optimal transparency in the entire public procurement process, maximal public availability of procurement
information;

¢ Independent audits and evaluations performed according to good, EU-wide audit and evaluation standards,
where corruption is one of the objectives and results are shared, also between EU Member States;

o Data analysis of easily accessible, relevant and good quality data on public procurement to detect potential
irregularities, fraud and corruption.

When compared, it can be concluded that some of the 27 EU Member States (this study was finished before the
accession of Croatia on 1 July 2013) have more of these and/or other measures, practices and policies in place
than others. Whether having these measures in place results in e.g. a lower level of corruption in public
procurement or higher rate of prosecuted cases of corruption in public procurement cannot be concluded at this
moment since no accurate data on (changes in) corruption levels are available. It is however to be
recommended to improve and periodically repeat the benchmark of the EU Member States: when more
empirical data becomes available on corruption levels and how these evolve over time. Additional research on
causality and effectiveness of individual measures to prevent, detect and investigate corruption in public
procurement will contribute to performance measurement of policies and practices in the Member States.

Effective detection and prevention of corruption in public procurement is possible if the administrative data on
tenders, bidders, projects and contractors are collected and stored in a structured way, accessible for controls,
investigations and analyses. These structured databases could allow ex-ante monitoring and ex-post analysis of
indicators of corruption (red flags). New data mining techniques can be used to detect anomalies in the data
that perhaps point at potential cases of fraud or corruption. A few outcomes of the benchmark of the public
procurement systems of the EU Member States are in this light relevant for policy development:

e Only in four Member States do most e-procurement platforms contain a module designed for the detection
of corruption;

o Although there are central and/or local databases for public procurement in the majority of the 27 Member
States, only half of the Members States analyse such data on unusual patterns;

o Only a few Member States develop and/or use indicators that point to possible cases of corruption.

At EU level, there is a high number of different IT tools and systems to generate, structure, process and store
data and documentation on public procurement in use within the EU institutions, all developed to facilitate the
process of public procurement. The level of use differs from DG to DG and even not all procurement data at EU
level is stored electronically at every step of the procurement cycle. The multi-functionality of the existing
systems is under-developed and most of the systems are not linked to each other. Moreover, these systems are
not developed with the objective to respond to the need of anti-corruption measures. The systems require for

PwC Page 17 of 371



that purpose standardisation and restructuring of data storage. This would enable computerised corruption
detection and prevention based on the data stored in local and central databases which are interlinked.

The context of corruption in public procurement is fragmented: there are many very different actors involved in
the consecutive stages of public procurement and in the prevention, detection and investigation of corruption.
For none of these actors, fighting corruption in public procurement is its sole or main task, and there are no
authorities at national or EU-level that coordinates all parties involved, or that collect and integrate all data on
public procurement which is relevant for the prevention, detection and investigation of corruption.

In the light of all the above findings, the following is recommended to all EU and national authorities
responsible for public procurement and the prevention, detection and investigation of corruption therein:

Data collection

1. Perform the developed comprehensive methodology to estimate the costs of corruption in public
procurement in a similar way in other sectors and other Member States to further strengthen the results
and their reliability.

2. As part of public procurement procedures, ensure the timely and complete filling out of the TED
procurement database, including contract award notices, thus reduce the often large number of blank
spaces/delays/mistakes.

3. Further develop the central collection of public procurement data, also explicitly driven by the objective to
prevent, detect and investigate corruption in public procurement. Add data fields in the central
procurement databases (including TED) to collect data on significant indicators and other information that
allow for a better quick-scan of corruption.

4. Develop central collection of meaningful, accurate and detailed statistics on corruption in public
procurement, to help increase the overall understanding of corruption and the effect of counter measures
and allow for EU comparison and analysis, as well as for national, tailored policies and interventions.

5. Construct copies of (or provide access to) relevant databases (e.g. TED database) for OLAF and other
audit and investigative bodies to filter — with help of the identified significant indicators — procurements
with a higher probability of corruption.

6. Support measures that increase the transparency of public procurement; not only for future measurement
purposes, but also as a preventive tool.

Policy research

7. Explore the indirect effects of corruption in public procurement as this will most likely reveal other
connections between corruption, the economy and society as a whole.

8. Develop and implement adequate tools and methods for audits and evaluations to acknowledge and signal
the presence of corruption.

9. Invest in the research on ways to measure causality and effectiveness of instruments and practices to
prevent, detect and investigate corruption.

Analysis, audits and evaluations to prevent, detect and investigate corruption in public procurement

10. Contracting authorities should make all necessary efforts to perform market analyses and collect market
intelligence to ensure that public procurements are market-based, generating sufficient (not necessarily
maximum) amount of tenders, and that services are obtained in the most effective and efficient manner.

11. Improve performance audits and evaluations that review the substance of projects (performance-based
monitoring and evaluation) rather than check procedural compliance, and extend the focus from the actual
procurement to the preparation and implementation stage, and focus on high probability cases.

12. Develop and implement more and better Self~-Monitoring, Analysis, and Reporting Technology anti-fraud
and anti-corruption tools at EU level, and put these at the disposal for use by EU Member States.

Organisation of the fight against corruption in public procurement

13. Invest in effective deployment of practices that help to prevent and detect red flag-situations in public
procurement processes and/or which - also based on experiment findings - contribute to reducing (costs of)
corruption in public procurement, in particular: centralised/joined public procurement, professional staff
in public procurement functions that is adequately paid, screening of this staff and others involved in public
procurement and job-rotation.

14. Further invest in good functioning systems for whistle blowers, including proper protection of whistle
blowers.

15. Stimulate the establishment of competent and independent investigating agencies with focus on
investigation of corruption in public procurement, with sufficient investigative competencies and adequate
sharing of information and intelligence, at national and at EU-level.
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Executive summary

(In the interest of the readability, this executive summary contains no references to sources; all sources can be found in the main report and
its annexes)

A study on identifying and reducing the costs of corruption in public
procurement involving EU Funds

Introduction

In 2011 the European Commission adopted two Communications outlining its future policy in fighting fraud
and corruption. First, the Communication on Fighting Corruption in the EU served to set up an EU anti-
corruption reporting mechanism for periodic assessment of the Member States, the so called ‘EU Anti-
Corruption Report’. Secondly, the Communication on an Anti-Fraud Strategy provides a framework for fighting
fraud affecting the EU financial interests. In 2011 the Commission also adopted its proposals on public
procurement as part of an overall programme aimed at an in-depth modernization of public procurement in the
European Union.

The impact assessment working paper of the Commission on establishing the EU Anti-Corruption Report states
that there is currently no clear picture available of variations in the levels of corruption and trends across the
EU, due to the fact that EU Member States do not collect statistics concerning instances of corruption and
corruption levels in a unified way. According to the impact assessment, an instrument (one general or several
specific instruments) should be adopted for the harmonisation of the definition of corruption as well as for the
measurement of corruption. Public procurement is mentioned as a priority and a critical domain in which
corruption should be defined and measured. Therefore, a methodology should be developed in order to
measure the costs of corruption or provide close estimates of this cost in public procurement in certain sectors
of the economy which are in the scope of EU Cohesion Policy.

Public procurement is the process by which national, regional and local governments as well as other bodies
governed by public law purchase products, services and public works. The economic significance of public
procurement in Europe is considerable: in 2010 a total of EUR 2 406 billion — or around one fifth of EU GDP —
was spent by government, public sector and utility service providers on public works, goods and services. A very
large and heterogeneous population of public authorities spends this money — over 250 000 contracting
authorities in Europe manage procurement budgets of different sizes — each of them with very different
administrative capacities. Moreover, public procurement serves many purposes: besides achieving value for
money and cost reduction, public procurement is an instrument for e.g. stimulating innovation, supporting
SME, and achieving objectives in social and environmental policy and corporate social responsibility.

The EU Structural and Cohesion Funds contribute substantially to public procurement. The total budget for
these Funds over the period 1 January 2007 — 31 December 2013 amounts to EUR 347 billion, which is 0.40%
of the EU-27 GDP of 2010. When EU Funds are involved, national, regional and local governments can consider
‘under spending’ as a risk: if Member States do not fully and timely use all the EU Funds allocated to it, the
European Commission may reallocate them — thus increasing an urge to spend. Combined with the variety of
objectives of public procurement, this could reduce incentives and thus efforts to make sure that these funds are
spent efficiently, effectively and rightfully, which in turn gives way for fraudulent practices like corruption.

Objective of this study

The overall objective of this study on identifying and reducing the costs of corruption in public procurement
involving EU Funds is to provide information, methodologies and tools for the European Commission and
Member States’ authorities for the implementation of the EU anti-corruption policies. Before this study, no
empirically founded methodology was available to estimate the (changes in the) level of corruption in public
procurement. The primary objective of this project is to present a methodology to estimate the costs of
corruption in public procurement in sectors of the economy where EU Funds are spent. As a secondary
objective, the study provides information and tools which may feed into the EU Anti-Corruption Report in
order to improve the (application of) public procurement rules and practices, as well as to promote the
implementation of the Commission’s Anti-Fraud Strategy in the Member States.
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PwC, Ecorys and the University of Utrecht performed this study on identifying and reducing the costs of
corruption in public procurement involving EU Funds for OLAF, on behalf of the European Commission,
between March 2012 and May 2013. The study project was governed by a steering committee composed of
representatives from various Commission Directorates General and presided by OLAF. Ms. Macovei MEP
provided feedback on part of the research approach, preliminary results and drafts of this final report. An
external expert panel, experts from the European Court of Auditors and OECD as well as experts from PwC,
Ecorys and University of Utrecht reviewed (parts of the) drafts of this final report.

Definitions

Corruption in this study is defined as the abuse of power for private gain. Power is the ability to influence
the behaviour of people. In public procurement, abuse of power can lead to a secret vertical relationship
between one or more bidders and the procurement official that materialises into a conflict of interest, bribery or
kickback. Another dimension of abuse of power for private gain is a secret horizontal relationship between
bidders, especially with the involvement of a corrupt inside official (collusion, bid rigging). Since corruption and
collusion frequently occur in tandem and have ultimately the same effect - a public contract is awarded on a
basis other than fair competition and the merit of the successful contractor, so that maximum value for public
money is not achieved — and since it is difficult to determine a public official’s involvement, both corruption
and collusion are taken into account in this study. Private gain must be interpreted widely, but in most
instances takes the form of bribes and kickbacks to a corrupt public official, his friends or relatives, a company,
political party or other organisation.

Corruption generates a public loss. The public loss that can be attributed to corruption is a consequence of
suboptimal performance due to suboptimal decisions (e.g. procurement choices) or project implementation
(e.g. overspending).

In this study, the focus is only on the direct material costs of corruption: the immediate monetary consequences
for the national (including regional and local) budget and, when EU Funds are involved, the EU budget — the
focus is not on private gain. The public loss investigated is the estimated monetary amount lost to corruption
when a public procurement case turns out to be corrupt. This estimated monetary amount includes the
following components:

o Ineffectiveness: the project does not (or not fully) reach its objectives. This is the case if procurement of
works, goods or services generates lower than intended (or even negative) public value (“waste”);

e Inefficiency: the outputs of a project are not in line with the inputs. Inefficiency occurs when goods,
services and works are procured at higher prices than competing bids that offer similar or higher quality
(“excessive price”), or when procurement takes place at similar prices but with lower quality than
competing bids (“inferior quality”).

The fragmented context of prevention, detection and investigation of
corruption in public procurement

Corruption is in itself a vast subject, as it can occur at different levels of government, involve a variety of sectors
and actors and take many forms. The context of prevention, detection and investigation of corruption in public
procurement can be described as fragmented, as the many different actors involved with a variety of objectives
lack a comprehensive view of the problem, let alone an integrated approach of prevention, detection and
investigation of corruption. Contracting authorities may take multiple aspects into account besides value for
money or cost reduction through optimal competition.

Data and information on the procurement processes are collected and analysed by a myriad of institutions.
Their systems are developed to facilitate, monitor and control public procurement — but not to prevent or detect
corruption. Moreover, procurement systems and databases are manifold and differ in the selection, quantity
and quality of data, as well as in accessibility. Public audits focus on irregularities in the public procurement
process, not on the necessity or the performance of projects for which services, goods or works are procured.
When fraud and corruption are suspected, the cases are transferred to investigative bodies and are no longer
the competence of the audit authorities. Investigative bodies that fight corruption have in almost all instances to
deal with a broad variety of corruption, and corruption in public procurement is but one aspect of their task.
None of the EU Member States has a dedicated authority for investigations of corruption in public procurement
alone, and many Member States do not have dedicated authorities for investigations of corruption in general.
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This implies that in the priority setting, cases of suspected corruption in public procurement will be weighed
against cases of other forms of suspected corruption or even against cases in other (financial) crime areas.

This fragmentation in the context of the fight against corruption in public procurement is not helpful for an
efficient and effective prevention, detection and investigation of corruption in public procurement. It also
results in a scattered picture of the problem, lack of dedicated, good and comparable data for analysis and
therefore many difficulties when an attempt is made to estimate the costs of corruption in public procurement.

A comprehensive methodology to estimate the costs of corruption

The methodology that has been developed and applied in this study to estimate the costs of corruption in public
procurement builds on existing, diverse literature on measuring costs of corruption. Findings across various
research strands disclose substantial differences in the estimated or perceived size of corruption. For example,
strong differences appear between survey-based approaches and audits or investigations.

The comprehensive methodology that has been developed through this study is above all an econometric
methodology. Although it does contain elements of an investigative approach, it should not be treated as a
forensic method geared towards the detection of individual cases of corruption. The comprehensive
methodology builds in various ways on the existing literature:

e It combines the strength of both micro- and macro-level approaches;
e It combines the dimensions of indicators, costs of corruption and probability;
o Tt allows for differentiation of findings between Member States and sectors.

Overview of the comprehensive methodology

The comprehensive methodology in this study is based on several stages that build on each other and that
ultimately provide an estimate of the direct costs of corruption in sectors and Member States studied.

Assumptions behind the comprehensive methodology

The comprehensive methodology is built on several assumptions that can be derived from the literature: the
value of indicators and the importance of costs.

The value of indicators

At the most fundamental level, all those involved in corruption seek to hide their behaviour. All efforts to
estimate the extent or the costs of corruption are based on one specific assumption, namely that some aspects of
corruption can be detected, even though the full picture of corruption is unknown. The comprehensive
methodology builds on this assumption, namely that differences in characteristics — measurable appearances or
representations — will emerge between corrupt cases and ‘clean’ cases. These characteristics can be measured
using indicators of corruption — the so called ‘red flags’. An indicator provides specific information on the state
or condition, in this case of the procurement process. In the context of this study, a red flag provides
information on the chance of corruption being present. More red flags indicate a higher chance of corruption.
Two caveats are in place. First of all, the red flags indicate a chance of corruption in a procurement which says
nothing on the actual presence of corruption in an individual case. Procurements with multiple red flags — and
thus a high chance of corruption — may be non-corrupt, while procurement with no red flags — and thus a low
chance of corruption — may still turn out to be corrupt. While in individual cases the chance of corruption and
actual presence of corruption may be misaligned, the chance of corruption does allow for estimates to be made
on the total number of corrupt cases in a larger group of cases.
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The Measurement House: Overview of the comprehensive methodology to estimate the costs of corruption

in public procurement

Stage IV: Test on procurement database(-s)

Stage lll: Apply torepresentativesample

Stage II: Estimate the publicloss due to corruption

c. Extrapolate
to sectors
and MS

b.Estimate
proba bility

a.Matching
of red flags

a.Selection
of sample

c. Estimate
probability

b. Collection
and scoring

b.Assess
effectiveness
of projects

c. Attribute
to corruption

a.Collection
and scoring

Stage I: Build a Corruption-probability Model

c. Buildthe
econometric
model

a.ldentify
red flags

b. Collection
and scoring

Estimate direct
costs of corruption
in sectors and MS

For this study, 27 identified red flags that converged across sources have been retained. They have been
structured along the lines of the public procurement process and defined in such a way that assessment of data
on procurement cases against these 27 indicators is possible (see table below):

Assumption

Shorter name

1 Strong inertia in the composition of the evaluation team of the
tender supplier

Strong inertia in composition of evaluation team

2 Any evidence for conflict of interest for members of the
evaluation committee (for instance because the public official
holds shares in any of the bidding companies)

Conflict of interest for members of evaluation team

Multiple contact offices/ persons

Multiple contact points

Contact office is not directly subordinated to the tender provider

Contact office not subordinated to tender provider

Contact person not employed by the tender provider

Contact person not employed by tender provider

(<230 <2 B I SN OV

Any elements in the terms of reference that point at a preferred
supplier (e.g. unusual evaluation criteria or explicit mentioning
of the brand name of the good instead of general product
characteristics)?

Preferred supplier indications

7 Shortened time span for bidding process (e.g. request on a
Friday for a bid to be sent the following Monday)

Shortened time span for bidding process

8 Procedure for an accelerated tender has been applied

Accelerated tender
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Overview of red flags identified - including assumptions about patterns of corruption (cont.)

Assumption Shorter name
9 Size of the tender exceptionally large (average value plus two Tender exceptionally large
times the standard deviation)
10  Time-to-bid allowed to the bidders not in conformity with the Time-to-bid not conform the law
legal provisions
11 Bids submitted after the admission deadline still accepted Bids after the deadline accepted
12 Few offers received Number of offers
13 Any artificial bids (e.g. bids from non-existing firms) Artificial bids
14  Any (formal or informal) complaints from non-winning bidders =~ Complaints from non-winning bidders
15 Awarded contract includes items not previously contained in the =~ Award contract has new bid specifications
bid specifications
16  Substantial changes in the scope of the project or the project Substantial changes in project scope/costs after
costs after award award
17 Any connections between bidders that would undermine Connections between bidders undermines
effective competition competition
18  All bids higher than the projected overall costs All bids higher than projected overall costs
19  Not all/no bidders informed of the contract award and on the Not all/no bidders informed of the award and its
reasons for this choice reasons
20 Contract award and the selection justification documents not Award contract and selection documents public
publicly available
21  Inconsistencies in reported turnover or number of staff Inconsistencies in reported turnover/number of
staff
22  Winning company not listed in the local Chamber of Commerce =~ Winning company not listed in Chamber of
Commerce
23 No EU funding involved (as % of total contract value) % of EU funding (= 0)
24  Share of public funding from the MS is involved (as % of total % of public funding from MS
contract value)
25 Awarding authority not filled in all fields in TED/CAN Awarding authority not filled in all fields in
TED/CAN
26  Audit certificates issued by unknown/local auditor with no Audit certificates by auditor without credentials
credentials (cross-check reveals external auditor is not
registered, not active or registered in a different field of activity)
27  Any negative media coverage about the project (e.g. failing Negative media coverage
implementation)

The notions of public loss, performance and costs

A second assumption is that ‘corrupt’ and ‘clean’ cases differ in terms of performance, due to ineffectiveness
and/or inefficiency. It is therefore assumed that for the same product, service or work procured, the
performance of a corrupt case will be lower than of a ‘clean’ case.

These two assumptions lead to the following approach:

When an average difference in performance (effectiveness or efficiency) between corrupt and ‘clean’ cases in

a certain sector or product group can be estimated, and

The overall probability of corruption in the same sector or product group can be distilled, based on the
match of significant indicators with data on the procurement cases, then
The two can be combined to an overall estimate of the costs of corruption in public procurement in this

sector or product group.
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Data requirements and challenges

The data requirements for the development and application of the comprehensive methodology are substantial,
and exceed in terms of volume and complexity any specific data source on corruption that is known to us.
Basically, three types of data are required:

=

A sample of ‘corrupt/grey’ and ‘clean’ procurement cases;
A representative sample of procurement cases with unknown levels of corruption; and,
3. Comprehensive (national and/or EU) procurement database(s).

N

1. A sample of corrupt/grey and clean cases

The first step in the development of a comprehensive methodology to estimate the costs of corruption in public
procurement was to identify known ‘corrupt’ and ‘clean’ cases and assess these for the 27 indicators. In this
study, a distinction has been made between corruption in its narrower criminal law sense and corruption in a
broader socio-economic sense. This distinction is necessary because, in accordance with rule of law principles,
criminal law provisions require unambiguous and precise language, whereas the concept of corruption can be
more general for the purpose of estimating the costs of corruption. Since this is a socio-economic study, a
corrupt case does not necessarily have to be a convicted case of corruption. In this study, 4 categories of cases in
public procurement are distinguished in the context of corruption:

a) Corrupt cases: cases where in a final ruling, not open for appeal anymore, a procurement case was defined
as corrupt, and cases where a validated confession of one of the parties involved (preferably with underlying
evidence) could be presented;

b) Cases with strong indications of being a ‘corrupt’ case: cases where, based on many reliable and verified
sources (but where no verdict from the highest court nor confession is available) could be concluded that
these are likely to be corrupt cases — e.g. certain settlements, verdicts from lower courts;

c) Cases with weaker indications of being corrupt — for which no explicit evidence is presented from the
opposite — are considered as being ‘grey’ cases. These grey cases are taken into account, since cases of the
two categories “corrupt cases” were not available in sufficient amounts. The use of grey cases in the analysis
here was explicitly proposed and approved by the Commission. Whenever possible, these grey cases are
explicitly separated from non-corrupt cases to rule out any possible bias. Where grey cases are used, this is
explicitly mentioned in the text.

d) Cases with no (reliable) indications of being a ‘corrupt’ case. These cases are treated as ‘clean’ cases.

Both categories a) and b) are referred to as ‘corrupt’ cases in the analysis here, while cases in category c) are
considered grey cases. Taken together, the categories a), b) and c) are called corrupt/grey cases. The clean cases
(category d) are used as a control group, allowing for a comparison with the set of corrupt/grey cases.

Data have been collected for a set of 96 corrupt/grey and 96 clean cases in 8 EU Member States in 5 sectors of
the economy where EU Funds are spent (and thus not necessarily public procurement cases involving EU
Funds). The 8 selected Member States are France, Hungary, Italy, Lithuania, the Netherlands, Poland, Romania
and Spain. The 5 selected sectors of the economy are presented in the table below:

Overview of selected sectors and product groups

Sector Product group

Railway track construction materials and supplies

Infrastructure . .
tract Road/rail construction
construction Construction work for highways
Civil construction Water/waste Construction waste water plants
Civil construction Urban/utility construction (Airport) Runway construction works
Social employment Training Staff development services
support
Health R&D/High tech/Medical products Radiotherapy, mechanotherapy, electrotherapy and

physical therapy devices
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Depending on the Member State and region, investments in these sectors are eligible for EU-support from
ERDF, Cohesion Fund, ESF and/or FP7. In the 8 selected Member States, 192 cases of public procurement in
the 5 selected sectors of the economy have been collected, divided over the three categories: ‘corrupt’, ‘clean’
and ‘grey’ cases. This sample of corrupt/grey and clean cases covers public procurement governed by public
procurement laws at different levels of administration, regardless whether they are above the thresholds of EU
public procurement Directives or whether or not they are included in the TED.

Cases collected in each category

Category name Number of cases collected
a)+b) ‘Corrupt’ cases 24
c) ‘Grey’ cases 72
a)+b)+c) Corrupt/Grey cases 96
d) ‘Clean’ cases 96
TOTAL 192

2. Arepresentative sample of procurement cases for which corruption is unknown

A second, representative sample of procurement cases for which corruption is not known was collected in a
second data collection phase. In total, a population of 183 cases has been covered, all procured within the
period 2006-2010. These cases come from 6 precisely defined product groups that fit within the 5 broader
sectors of the economy where EU Funds are spent and are collected in the same 8 selected Member States. This
second sample of cases covers public procurement practices governed above the thresholds of EU public
procurement Directives and which are published in the Official Journal and therefore included in the TED
database. This was necessary to know the entire population in order to calculate a representative sample. The
TED database served only as a starting point, additional data were collected in the Member States. Due to data
collection challenges (see below), the necessary information could only be obtained for 113 cases, whilst a fully
representative sample would have required 124 cases. This has led to varying levels of accuracy and
bandwidths, depending on the size of the sample available.

3. EU and national procurement databases

An inventory and analysis was made of appropriate national procurement databases, however these proved to
have only little or no value added compared to the EU TED procurement database — which records since 2006
all procurements in accordance with EU public procurement rules. The database at the consortium’s disposal
contains the information as published in the Official Journal, and includes EU-wide more than 500 000 tenders
(from 2006 until mid-2010).

Data collection challenges

The collection of data required has been excessively difficult and resource-intensive, particularly regarding the
collection for the representative sample. The precise strategy for contacting the contracting authorities was
adjusted to local circumstances, but always included a combination of e-mail and telephone. The main reason
for the burdensome collection process lies in a range of operational hurdles (‘archives in another building’,
‘approval necessary from hierarchy’, ‘person responsible left the organisation’) that were identified and that had
to be overcome throughout the process. Of great importance was the fact that the consortium for this study had
no coercive or investigative powers, and that cooperation of contracting authorities was therefore on a
voluntary basis.

Development of the methodology — Stage I and II

From indicators to a Corruption-probability model (Stage I)

An assessment of the collected information of the corrupt/grey and clean cases has pointed to significant
correlations between the occurrence of red flags and the (corrupt/grey) status of a case: 18 out of the 27 red
flags appeared to be statistically significant. Corrupt and grey cases turn out to be very similar in terms of
characteristics (scoring 4.6 and 4.5 red flags respectively), but both differ markedly from the clean cases
(scoring 1.8 red flags only). The involvement of EU funding significantly reduces the risk of corruption.
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Bid rigging (a contract is promised to one party, although for the sake of appearance other parties also present a
bid) is observed in almost half (48% of cases observed) of the practices and most present in Water & Waste and
R&D projects. Bid rigging is encountered more frequently in Hungary, Poland, Lithuania and Italy. Kickbacks
(a portion of the sum that a winning contractor received that is designated for the official in exchange for
betraying the public) are encountered in about 1 out of 3 cases. This practice appears to be rather equally spread
across all sectors. Kickbacks are the most frequent form of corruption encountered in Spain and Romania.
Conflict of interest practices were encountered in around 1/5th of cases and across all sectors, though slightly
more frequent in the Training and Urban/utility construction sector. There is a possibility that the indicators
selected in the comprehensive method may have a stronger predictive power for bid rigging than for kickbacks
and conflict of interest.

A Corruption-probability Model has then been constructed, which assigns values to each of the red flags. This
allows for an estimate of the probability of corruption at the level of individual cases. Overall, the explanatory
power of the model — using a total of 15 red flags — is 0.55. This implies that the model is able to answer 55% of
the question whether a case is corrupt/grey or not. This percentage can be considered high, given the concealed
nature of corruption and the variety in patterns of corruption between countries and sectors.

Estimates of performance and public loss due to corruption (Stage II)

It is highly problematic to isolate corruption from other causes: corruption is a root problem which influences
other problems, including those of a technical, economic, institutional as well as project management nature.
Therefore, the performance of the corrupt/grey projects has been compared to a set of clean cases — a so-called
control group. The direct public loss encountered in corrupt/grey cases amounted to 18% of the budgets. For
the control group of clean cases, the direct public loss due to performance issues is estimated to be 5% of
budgets involved. Therefore, the overall (net) direct public loss due to corruption is estimated to be 13% of the
budgets involved. Corruption is thus expected to explain over 2/3d of the direct public losses in corrupt/grey
cases concerned.

The performance analysis of the corrupt/grey cases points to higher share of budgets lost in smaller projects
than in larger projects. In relative terms, the highest direct public losses due to inferior performance are
encountered in training projects, followed by urban/utility construction.

An important source of performance loss for corrupt/grey projects is inefficiency due to cost overruns (either at
the time of contract award or through additions to/extensions of the initial contract). These occurred in 53% of
corrupt/grey cases, amounting to 22% of the total average budget involved. The average overrun per
corrupt/grey project amounted to 28% of the average budget. The relative size of overrun is highest in the case
of small tenders, e.g. in the area of training.

Delays of implementation, another source of inefficiency, affected 30% of corrupt/grey cases, and the related
loss is estimated to be 6% of the total budget for corrupt/grey projects analysed. The average cost of delay
affected represents 9% of the total budget of an average corrupt/grey project concerned. Delays are rather
equally spread across the sectors, with road & rail encountering a higher share of cases (59%), followed by
urban/utility construction (38% of cases analysed).

An overall 48% of the corrupt/grey cases analysed encountered further performance issues in the form of
ineffectiveness, e.g. they did not meet their original objectives. An estimated 3% of the total budget analysed is
considered lost due to ineffectiveness. Training and R&D projects appear to be most problematic from an
effectiveness point of view, as respectively 75% and 69% of the corrupt/grey projects encountered such
performance issues.

Application of the methodology — Stage III and IV

Estimating the probability of corruption in public procurement within the EU is amongst the least developed
aspects of the measurement of corruption. In this study, two complementary approaches have thereto been
used.

Estimates of the probability of corruption by applying the comprehensive methodology on a representative
sample (Stage III)

The first approach has been to apply the Corruption-probability Model on the representative sample of
procurement cases. The focus has been on specific product groups within the broader sectors already studied

(see Overview of selected sectors and product groups here above). In total, a population of 183 cases for which
was not known whether they were corrupt or not was studied, all procured in the period 2006-2010.
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The necessary information could be obtained for 113 cases. The results are to a certain extent influenced by the
(lack of) cooperation of the procuring authorities. The difference in level of cooperation creates a bias in the
selection of cases, meaning the selection of cases for which information is obtained is not truly random
anymore, which impacts the validity of the results. Under the reasonable assumption that cooperation is worse
in case of corruption, the figures presented below should be considered as lower bound estimates of the actual
level of corruption.

Based on the collected sample, it is possible to estimate the probability of corruption within different confidence
bandwidths. The estimated probability in construction works for motorways (11-21%) and railway
track construction materials and supplies (9—18%) lies within rather confined confidence bandwidths,
due to the high number of cases studied. Furthermore, the two product groups selected appear to be typical for
the broader sector (infrastructure construction). The estimated probability of corruption in waste water
treatment plants is higher, with 28—43%. The estimated probability of (airport) runway construction
works (urban/utility construction) amounts to 37-53%. The estimates for radiotherapy,
mechanotherapy, electrotherapy and physical therapy devices (R&D/high-tech/medical) suffer from
a limited number of cases in the sample (10—32% estimated probability of corruption). This limitation applies
even more to the procurement cases in staff development services (training), which results in a very large
bandwidth (0—46% estimated probability of corruption).

Levels of probability of corruption in the product groups within rail and road have also been analysed at
Member State level. The main finding here is that the probability of corruption is not only confined to one or
two Member States, but that the phenomenon appears to be more structural across the Member States studied.

A broader review of the findings points to a range of possible considerations, issues and uncertainties which are
partly generic to the collection of data, and partly specific to product groups and Member States. Taking these
into account, it is considered appropriate to test these results with an alternative approach to estimate the
probability of corruption, namely through the use of an EU-wide procurement database — the final Stage IV of
the comprehensive methodology.

Estimates of the probability of corruption by testing on an EU procurement database (Stage 1V)

In the second approach a further testing of the probability of corruption has taken place at the level of product
groups. This has been done by tailoring the Corruption-probability Model from Stage I to the EU-wide Tender
Electronics Daily (TED) procurement database. This testing is based on the operationalisation of a limited
number of red flags only — namely those for which data are available in the procurement database. Only 8 of the
11 red flags mentioned above are available in the TED, but the overall explanatory power of these variables
combined is found already to be rather strong.

According to the performed analysis, the product groups with the highest probability of corruption are the staff
development services (23—28%) and construction of waste water plants (22—27%). Probability of corruption is
estimated to be lower for railway track construction materials and supplies (15—-19%). Corruption probability is
considered somewhat lower for the construction works for highways (11—14%), radiotherapy, mechanotherapy,
electrotherapy and physical therapy devices (also 11-14%) and (airport) runway construction works (11—13%).

The testing of the methodology in Stage IV has a number of limitations. Most important, the testing is limited to
the procurement phase, as the TED database (as well as many national databases) only contains information on
this phase in the procurement process. With the expansion of available information to the pre-procurement
phase and the post-procurement phase, more elaborate analysis may be possible in the future.

Another point of attention for the applied method is that the operationalisation of the red flags had to take place
by means of benchmarking against corruption indices. As the indices used are more or less based on
circumstantial evidence or subjective opinions, this fully reflects in the selection of red flags. This approach can
be improved if corrupt cases could be identified in the TED-database, allowing for econometric analysis on the
characteristics of corrupt cases. This would also open doors for the identification of new red flags that are not
yet identified in the literature.
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Extrapolation of direct costs due to corruption in selected sectors and Member States

In summary, both the Stage III and the Stage IV approach have their advantages and disadvantages. The Stage
III approach builds upon the literature about audits and investigations. Although the information per case is
relatively rich, the number of procurement cases studied is limited. The Stage IV approach builds upon the
literature about performance analysis. It can handle only limited information for each case, but the number of
cases analysed is large. This approach can be implemented in a resource-efficient manner.

The two approaches appear to come to comparable results in the case of road and rail construction. When
taking into account the size of the representative sample, the robustness of these estimates can be considered
relatively high. The estimates for waste water treatment are also pointing towards convergence: both
approaches estimate an average probability of corruption around 25%. In R&D and in urban/utility
construction, the representative sample approach arrives at a higher estimated probability of corruption than
the TED-based approach. It is expected that corrupt practices in these two product groups studied are not
sufficiently captured by the selected red flags from the TED database. Due to the limited number of cases within
the product group ‘staff development services’, extrapolation for the sector training is only indicative.

The direct cost due to corruption in public procurement (2010) can now be extrapolated to sectors and Member
States studied by multiplying the overall public procurement amounts published in the Official Journal (OJ) by
the probability of corruption and the direct public loss due to corruption as % of the volumes procured. These
extrapolations are presented in the two tables below.

Direct costs of corruption in procurement for selected sectors and Member States (2010)

Direct public
0,
wofoveral | ot |y o s ducio
Sector (product group) procurement %zoglutlrgrll;r)lt Funds *) nggb;légys:{ as % of
value e )' (sectors) P volume
(sectors) (product
groups)
low high
% (Col. C) (Col. D) : (Col.E) : (Col. F) (Col. G)
Road & Rail
(Construction work for motorways, railway 12.4% €26.1 12.4% 1% 17% 17%
track construction materials and supplies)
Water& waste o o o o o
(Construction waste water plants) 0.7% €16 4.8% 25% 35% 7%
Urban/utility construction o o o o o
((Airport) Runway construction works) 8.2% €17.3 6.7% 24% 33% 20%
Training
1% . .5% 11% % %
(Staff development services) 0-17% €05 6.5% ° 377 43%
Zfz;)!glgh-tech/ Medical (Radiotherapy, 0.8% €58 5.6% 10% 23% 7%
All sectors studied 24.3% €51.1 36.0% n.a n.a 13%
All other sectors 75.7% €159.1 64.0% n.a n.a n.a
Total (all sectors) 100% € 210.2 100% n.a n.a n.a
* Certified expenditure in Obj. 1 and 2 in the period 2000-2006 as % for all MS;
** The direct public loss for this sector is estimated on basis of average case budgets.
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Direct costs of corruption in procurement for selected sectors and Member States (2010)

Low estimate High estimate
% of total Total per sector % of total Total per sector
procured value (min.) procured value ('ooo0)
in OJ in OJ
(Col. C*E*G) (Col. C*F*G)

(Col. E*G) (min.) (Col. F*G) (min.)
Road & Rail
(construction work for motorways, railway track 1.9% €488 2.9% €755
construction materials and supplies)
Water& waste
(Construction waste water plants) 1.8% €27 2.5% €38
Urban/utility construction
((Airport) Runway construction works) 4.8% €830 6.6% €111
Training
(Staff development services) 4.7% €26 15.9% €86
R&D/High-tech/Medical
(Radiotheraphy, etc.) 1.7% €99 3.9% €228
All sectors studied 2.9% €1470 4.-4% €2247
All other sectors n.a n.a n.a n.a

The direct costs due to corruption in public procurement in the year 2010 for road & rail in the 8 Member
States studied together is estimated at 1.9 % to 2.9% of the overall value of procurements in the sector
published in the Official Journal, EUR 488 million to EUR 755 million.

The estimated direct costs due to corruption in public procurement in the year 2010 for water & waste in the
8 Member States studied together is estimated at 1.8% to 2.5% of the overall value of procurements in the
sector published in the Official Journal, EUR 27 million to EUR 38 million.

The estimated direct costs due to corruption in public procurement in the year 2010 for urban/utility
construction in the 8 Member States studied together is estimated at 4.8% to 6.6% of the overall value of
procurements in the sector published in the Official Journal, EUR 830 million to EUR 1 141 million.

The direct costs due to corruption in public procurement in the year 2010 for training in the 8 Member States
studied together is estimated at 4.7 % to 15.9% of the overall value of procurements in the sector published in
the Official Journal, EUR 26 million to EUR 86 million. These numbers are only indicative and the inaccuracy
of these figures is large due to the small number of training cases that could be studied.

The estimated direct costs due to corruption in public procurement in the year 2010 for R&D in the 8 Member
States studied together is estimated at 1.7% to 3.9% of the overall value of procurements in the sector
published in the Official Journal, EUR 99 million to EUR 228 million.

Taken together, the overall direct costs of corruption in public procurement in 2010 for the five
sectors studied in the 8 Member States constituted between 2.9% to 4.4% of the overall value of
procurements in the sector published in the Official Journal, or between EUR 1 470 million and
EUR 2 247 million.

It should be noted that the estimated value of tenders published in the TED in 2010, as percentage of the total
value of public expenditure on works, goods and services in the 8 selected EU Member States, is 19.1%, but it is
not known what this percentage is for the individual sectors of the economy studied.

Broader reflection on the estimates of corruption

The above findings indicate that public procurement is an activity in the economy and in the public
administration which is at higher risk. After all, the costs within the sectors and Member States studied point to
levels (2.9—4.4%) which are substantially above the more general estimate of the overall costs of corruption
within the EU, namely a 1% of GDP-level across all Member States, all sectors and all types of corruption
according to the European Commission.
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The following points need to be borne in mind as well when further interpreting the above findings:

o The absolute estimates of the direct costs of corruption only take into account the volume of public
procurement which is published in the Official Journal. However, the overall amounts of public
procurement are substantially higher. For example, the broadest available estimate of the total expenditure
of the government public sector and utility service providers on public works, goods and services is up to 5
times higher;

o Public procurement is carried out by a variety of actors, each with different competencies. A crucial
difference needs to be made between levels of government, and in particular between central expert bodies
and decentralized local authorities. From this perspective, the assessment of sectors such as water & waste
and urban/utility construction points to market structures where contracted companies can have an
advantage over (decentralized) procurement bodies in terms of information, experience and/or competence;

e The direct involvement of EU Funds differs between Member States and sectors. Overall, within the sectors
and Member States studied, the probability of corruption in public procurement is lower when EU Funds are
directly involved. Nevertheless, the sectors studied have been amongst the priority axes of EU Structural and
Cohesion Policy (together they accounted for 36% of Structural Funds spent in the previous programming
period, period 2000-2006);

+ The estimates on direct costs of corruption only refer to the corruption that could be detected through the
comprehensive methodology given available data, and not to undetected corruption — a share which is
expected to grow with increasingly complex and sophisticated forms of corruption being practiced. It is
therefore expected that a more in-depth analysis of individual cases would most likely lead to larger direct
public losses.

o Furthermore, indirect costs of corruption are not accounted for. In particular, effects on public institutions,
the environment, psychological costs, and costs to civil society have not been estimated. Neither have effects
of corruption on the international investment climate and trade been estimated.

Ways to prevent and detect corruption

Prices of standardised units

Another objective of this study was to explore the possibility of using the procurement price of standardised
units in order to prevent or to detect possible cases of corruption when a certain type of product/service is
procured by a public administration. The overall findings are based on a literature and database review,
experience from some Member States and a data collection exercise to set up a price of standardised units for
the same, above product groups selected. In the context of the general objective of this study, it was explored
whether prices of standardised units could serve as a standalone tool and/or indicator in the previously
presented comprehensive methodology to prevent or detect possible cases of corruption when a certain type of
product/service is procured by a public administration. Therefore, a critical assessment of relevant studies and
databases in the field of prices of standardised units has been performed, as well as the development of a
theoretical methodology to calculate prices of standardised units and a quantitative analysis on the basis of a
sample of collected procurement cases, and finally a qualitative analysis of market prices (the same
representative sample of cases as in stage III of the comprehensive methodology).

From a purely theoretical perspective, the analyses performed demonstrate that a price of standardised unit can
be envisaged as a tool and/or indicator for detecting and preventing potential cases of corruption. However,
from a practical point of view, the limitations to the approach — primarily due to limited data availability and
quality — bring discredit to the use of a price of standardised unit. Moreover a direct link between the price of
standardised unit and corruption has not been demonstrated.

The literature agrees that it is difficult to collect relevant and highly detailed information (i.e. with an
appropriate level of granularity) from the different economic actors to construct prices of standardised units
with statistical significance. In addition, the data is often heterogeneous and impacted by different factors (such
as project and site conditions that lead to variations in specifications, production location, size, equipment
used, etc.). Moreover, the quality of the existing data is not sufficient enough from a general point of view.
Consequently the comparison across projects within a particular product group is typically very complex. The
diversity in terms of types of projects and methods of implementation makes it extremely difficult to arrive at a
numerical definition of a price of standardised unit. These limitations and difficulties are corroborated by the
database analysis.
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Furthermore, the theoretical methodology and quantitative analysis on the basis of a sample of collected cases
have highlighted several limitations, particularly linked to the homogenity of projects within a product group,
which has an impact on project comparability, data collection, data granularity, data quality and data
management. Despite the limitations encountered, a price of standardised units has been calculated for some
product groups. However, it should be noted that these prices of standardised units cannot be considered as
statistically significant (meaning that an extrapolation exercise cannot be performed) and that they have been
calculated for information purposes only.

In general, the different product groups that have been analysed have a rather large variance and exhibit a
considerable difference between the average and median price of standardised units. It indicates that the
sample is possibly skewed upwards by a number of outliers. Also the reported standard deviation is rather
large, which means that there is a big spread in the data. Therefore, no significant conclusions can be drawn
from the quantitative analysis. As a consequence, the findings are not significant and robust enough to support
any findings and/or conclusions in terms of corruption detection or prevention in general.

Given the previous conclusions regarding the limitations and difficulties of constructing prices of standardised
units, it can be recommended that a number of (organisational) conditions need to be met in order to use a
price of standardised unit as an additional source of information which could support the prevention and/or
detection of corruption:

e Data collection (general): A centralised procurement administration to which contractors and contracting
authorities are obliged to systematically report highly detailed project data and progress (in a standardised
format) should be created, in order to facilitate the data collection and treatment on a European level.
However, an intermediate level on the national level (i.e. decentralised collection point) could be introduced
in order to facilitate the data collection exercise, given the language differences and the local characteristics
(such as regional responsibilities).

o Data collection (database): The highly detailed project data and progress reports need to be stored in a
database that is applicable to perform calculations. At this moment, the TED database is the closest database
on the European level that could be used for the purpose of this study. However it does not contain enough
information in its current format. Therefore, it should be assessed whether the current TED-database can be
expanded with a number of qualitative fields that provide the possibility of constructing a more accurate
price of standardised units (i.e. measure of unit, project/site characteristics, detailed cost information, etc.)
vs. the construction of a new database.

e Data quality (definitions): It is necessary to arrive at generally accepted cost and price definitions and to
make several assumptions for technical, organisational, micro and macro realities that influence the
development of the average price.

o Data collection (dataset): A database with a large amount of procurements/projects is necessaryand
considerable resources (in terms of time and employees to collect and treat the data) have to be made
available to fill and maintain this database. Overall, this represents a cost to public administration (and the
tax payer) which needs to be weighed vis-a-vis the added value of corruption prevention and/or detection.

e Comparability (project and site characteristics): Our analyses have demonstrated that project and site
characteristics impact prices of standardised units. Therefore, it is opportune that information related to
project and site characteristics is collected, which would allow the creation of relatively homogeneous
project groups in order to compare projects.

o Future development: A database for calculating prices of standardised units will need to be maintained and
regularly updated in order to retain its relevance.
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Identified positive and negative practices in public procurement

A sound public procurement system is based on rules, encourages competition in bidding for government
contracts, promotes transparency, strengthens accountability, is economic (value for money) and is efficient.
Overall, 5 key instruments to manage the risk of corruption help to ensure that the basic principles for a sound
public procurement system can be achieved and monitored:

A corruption risk management programme;
Periodical risk assessments;

Prevention techniques;

Detection techniques;

A reporting and investigation process.

SRS

As mentioned, this study provides the first empirical methodology to measure corruption in public
procurement. This methodology, when improved and used in all sectors and Member States, could provide a
first overall picture of the level of corruption. Since this methodology was not fully available to date, and it was
therefore impossible to measure change in corruption levels either, it was not possible to draw valid conclusions
on the effectiveness of anti-corruption measures and programmes. Furthermore, it is difficult, if not impossible,
to establish causality between anti-corruption reforms and changes in corruption levels: did these changes
occur in spite of or thanks to anti-corruption efforts?

For only a few measures, laboratory and field experiments provide some first insights that they actually cause
some effect. But then: how should the contribution of individual measures to changing levels of corruption be
determined? Moreover, many anti-corruption measures are not solely aimed at fighting corruption in public
procurement but at fighting corruption in a broader domain, and therefore these measures can e.g. be effective
in one or more areas, but not in public procurement.

Therefore it is only possible to identify practices that in theory can work as a positive or as a negative practice as
regards to the prevention, detection and investigation of corruption. A few of these — in theory — positive
practices that were identified in this study and that also help to prevent and detect the strong predicting red
flags are:

Corruption risk management policy: a firm (legal, institutional, technical) basis to protect public procurement

against corruption

e An anti-corruption policy or program with clear objectives that focuses the efforts of the various actors
involved in the fight against corruption in public procurement;

o Ethical Codes of Conduct, either incorporated into civil service legislation or independently that encompass
not only government officials and civil servants, but contractors as well;

e A comprehensive corruption risk management program for public procurement, that is implemented in the
entire public procurement process and periodically maintained/updated;

e Corruption risk management that not only focuses on the contractors, but also on subcontractors and others
involved in the proper execution of the contract [also helps to recognise connections between bidders that
undermines competition, red flag 17];

e No shift (outsourcing) of public procurement activities from public entities to either private or public
enterprises that are not subjected to public procurement laws, nor bound by similar explicit rules or
agreements for executing such activities [this practice is also very relevant in the light of two red flags:
contact office not subordinated to tender provider (red flag 4) and contact person not employed by tender
provider (red flag 5)].

Corruption prevention techniques

e Proper screening of contractors and beneficiaries, especially their ultimate beneficiary owners [this might
also prove relevant to recognise connections between bidders that undermines competition, red flag 17];

e Adequate implementation of the debarment obligation in the EU procurement directive;

e Pre-employment screening and in-employment screening of all those involved in public procurement: public
officials, civil servants, as well as temporary staff and external parties hired to facilitate public procurement,
including periodical update of the screening and an obligation for all staff to report changes in their personal
circumstances and not only focused on job qualifications and formal background antecedents, but also on
intrinsic motivation [this practice is also very relevant in the light of two red flags: contact office not
subordinated to tender provider and contact person not employed by tender provider, red flags 4 and 5];
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o Job rotation — performed in the right balance between costs of job-rotation when compared to estimated
costs of (potential) corruption;

o A formalised financial disclosure/assets declaration system that regulates who has to declare, the type of
information requested from the filer, the frequency of the declarations and public access to disclosed
information;

o Specialised, well trained public procurement staff that share their expertise, knowledge and (market)
intelligence, also across Member States’ borders [professional staff should be able to structure the
procurement process in such a way that tenders are not exceptionally large, to prevent amending the bid
specification after contract awarding as well as prevent substantial changes in the project scope/costs
afterwards, to recognise artificial bids and to prevent that not all/no bidders are informed of the award
and its reasons - red flags 9, 13, 15, 16 and 19 ];

e Centralised or joined procurement, especially for small organisations and for unordinary procurements, also
as an enabler for the professionalisation of the public procurement function;

e A structured market (price) analysis and sharing of market intelligence, also across EU Member States’
borders;

o Institutionalised awareness raising programmes for the public sector, specifically aimed at public
procurement and with more emphasis on the costs of corruption and the harm corruption does to society,
which may help to change the value system of public officials;

o Optimal transparency in the entire public procurement process, maximal public availability of relevant, easy
to access and easy to use procurement information [fo avoid that award contracts and selection documents
are not public and to avoid that not all information is filled in TED or national public procurement
databases, red flags 20 and 25].

Corruption detection techniques and corruption investigation and reporting

e Independent audits and evaluations performed according to good audit and evaluation (EU-wide) standards
and qualification levels for civil servants and auditors involved in the management, control and audit of
public procurement), where corruption is one of the objectives and results are shared, also between EU
Member States [this practice should be focussed especially also on all the identified significant red flags, as
well as on the outcome of the application of the methodology on samples of public procurements, in order
to raise efficiency and effectiveness of audits and evaluations];

o Data analysis of easily accessible, relevant and good quality data on public procurement [including use of
significant red flags as indicators as well as applications of the comprehensive methodology to estimate
probability of corruption], to detect potential irregularities, fraud and corruption, such as:

o Needs assessments of the projects;

o Breakdown of the main components of a project with, where available, a statement on standard prices
per component;

o Information on the bids received (number of bids, names of companies involved etc.);

o Number and reasons of bids terminated;

o Key outputs offered in the winning proposals;

o Detailed information on contract modifications;

o Monitoring and evaluation reports of the projects;

o Detailed information on the companies the state has contracted (e.g. ownership, number and value of
contracts won etc.); and

o An overview of the companies blacklisted (due to e.g. corruption).

o Links to experiences with detecting tax evasion through detection with help of data analysis, as well as
experiences with fusion centres, inter-organisational cooperation centres where databases and
knowledge/experience of staff from different authorities are joined to fight (tax-)fraud;

* Good functioning system for whistle blowers, including proper protection of whistle blowers;

» Good functioning leniency and voluntary disclosure programmes, with adequate sanctions;

o Collection of meaningful, accurate and detailed statistics on corruption, especially on corruption in public
procurement, to help increase the overall understanding of corruption and the effect of counter measures
and allowing for EU comparison and analysis, as well as for national, tailored policies and interventions;

o Competent and independent investigating agencies with focus on investigation of corruption in public
procurement, with sufficient investigative competencies, adequate sharing, at national and at EU-level, of
information and intelligence.
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Benchmark of procurement systems in all 27 EU Member States

Since until to date, no empirically founded conclusions could be made about the (changes in the) level of
corruption in public procurement, a benchmark of all 27 EU Member States on a number of indicators for
aspects of their procurement systems can only demonstrate that certain policies and practices are in place. And,
when compared, it can be concluded that some Member States have more or other practices and policies in
place than others. But whether this results in anything — lower level of corruption in public procurement, higher
rate of prosecuted cases of corruption in public procurement — cannot be concluded, at this moment.

It is however relevant to start, to improve and to repeat this benchmark over time, for at least two reasons:

o If practices and policies to prevent, detect and/or investigate corruption are in theory good to fight
corruption in public procurement, there is no harm in implementing these in public procurement in those
sectors of the economy where EU Funds are involved — provided that the costs of these measures are
perceived as being in balance with their respective benefits;

¢ Since a first estimate of the probability of corruption in public procurement has been developed and tested
in this study, it might become possible in the future to measure levels of estimated probability of corruption
(and their estimated costs), as well as the development of these levels over time and in comparison between
Member States. This might allow finding policies and practices that appear to contribute to low or
decreasing estimated levels of probability of corruption in public procurement (and are absent in situations
with high estimated levels of corruption). For these policies and practices, it could be worthwhile to further
investigate their causality and their correlation with the level of corruption in public procurement.

A benchmark of elements with regard to the prevention, detection and investigation of corruption in public
procurement requires a broad variety of data and information, scattered over a broad range of actors that
mostly have only a limited view over the whole chain. Stimulating Member States to get a complete overview, or
a more targeted approach that focuses on specific topics could help to get a better, more in-depth picture of the
state of affairs in the respective Member States.

The benchmark that was performed for this study showed that when looking at the legal, institutional and
technical situation in most of the EU Member States a firm basis to protect public procurement against
corruption exists. With regard to the legislation on whistle-blowing as well as to the protection of whistle-
blowers, respondents of almost half of the Member States replied that this was not well regulated yet.

When looking at the systems and methods of the EU Member States in use for risk assessment of corruption in
public procurement, respondents pictured that in most Member States review bodies independent from
procuring agents exist and that these bodies are adequately resourced. E-procurement improves transparency,
exchange of information and communication in almost all Member States. However, only four Member States
have these e-procurement platforms which contain a module designed for the detection of corruption. And
although there are central and/or local databases in the majority of the 27 Member States, only half of the
Members States analyse such data on unusual patterns. When it comes to storage of data on all corruption
cases in public procurement, authorities from only three Member States replied that such a database on central
and/or local level exists.

Most Member States have preventive measures in place against corruption in public procurement. Screening of
civil servants (involved in public procurement) is a common practice in a number of Member States, but
selecting civil servants on a specialised education or training is less common than screening on their
competence and susceptibility to corruption. Rules and procedures of debarment are clearly documented and
publicly accessible in almost all of the Member States. This is also the case for the public availability of
debarment lists and reasons with reference to the debarment rules.

The picture with regard to awareness-raising in the Member States, by means of training of staff on national
anti-corruption policies and establishing centres of expertise on anti-corruption is mixed. Since awareness
programmes are on average not very resource intensive and easy to develop, this would be the likely place for
improvement in a number of Member States.

The same goes for the collecting of data and statistics in the field of public procurement useful for detecting
possible irregularities or even corruption, as well as for the use of indicators that point to possible cases of
corruption: both are implemented only in a few Member States.
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With regard to investigation of corruption, most of the EU Member States which provided inputs stated that an
independent judicial system for corruption investigations is existent. Also, the law enforcement has adequate
powers to investigate corruption in public procurement in most of these EU Member States. However, in many
Member States complaints were voiced about insufficient priority given to the investigation and prosecution of
corruption, also in public procurement, due to a variety of reasons. Additional research is recommended to
assess the effectiveness and efficiency of the judiciary systems in this regard.

Widely known hotlines for reporting corruption, including in public procurement, exist in 14 EU Member
States. There are 10 EU Member States that indicate that there are corruption investigation units in all relevant
government institutions.

Data collection and innovative tools and methodologies for prevention, detection and investigation at EU level

Effective detection and prevention of corruption in public procurement is possible if the administrative data on
tenders, bidders, projects and contractors are collected and stored in a structured way, accessible for controls,
investigations and analyses. These structured databases could allow ex-ante monitoring and ex-post analysis of
indicators of corruption (‘red flags’). New data mining techniques can be used to detect anomalies in the data
that perhaps point at potential cases of fraud or even corruption. Moreover, based on the comprehensive
methodology to measure the costs of corruption in public procurement these databases can also enable a more
detailed analysis of not only the probability of corruption, but also a more accurate estimate of the costs of
corruption.

Public procurement systems and databases for the collection of data at EU level are developed in order to
facilitate the process of public procurement. They also answer to the need for the collection of information for
transparency and information on an equal treatment of all potential bidders. Neither a database nor a
procurement system currently being used with the explicit objective to facilitate public procurement and to
prevent or detect corruption has been found. However, most databases and systems contain data and
information that can be used for prevention, detection and investigation purposes.

Based on the data collected on central and local IT tools currently used in EU Institutions, an analysis has been
performed on the potential use of these tools in order to detect and prevent corruption in public procurement.
These tools provide a number of possibilities in terms of data collection on EU public procurement. However,
these systems are not developed with the objective to respond to the need of anti-corruption measures. For that
purpose, these systems require standardisation and restructuring of data storage, enabling computerised
corruption detection and prevention based on the data stored in local and central databases which are
interlinked. The procedures for collection and management of procurement data also needs to be standardised
in order to achieve this goal.

The analysis shows that the main objective of the units using an IT tool for procurement is to follow the
management of the procedural steps and workflow rather than data storage and processing. Procurement is a
complex process within the EU institutions. Whereas there are financial regulations setting the main rules,
Directorates General (DGs) and units have the liberty to develop their own processes that are most suitable to
their own structure and working methods. The high number of units and individuals involved in the
procurement cycle makes the process management difficult. Therefore an automated system for process
management comes as one of the priorities when DGs decide to develop an IT tool for procurement. The
fundamental information concerning the EU procurement procedures such as the deadline for submission of
the proposal, the date of the tender opening session and the name of the contractor is the most collected type of
data.

A high number of IT tools and systems exist for generating, structuring, processing and storage of data and
documentation on public procurement used within the EU institutions. The level of use of corporate systems
related to public procurement differs from DG to DG and even from unit to unit within the same directorate.
Whereas some DGs benefit from the functionalities of certain centralised tools at the maximum level, there are
others that don’t go beyond the minimum required data that needs to be entered to the system. In addition, not
all procurement data at the EU level is stored electronically at every step of the procurement cycle. Proposals
are a good example for this practice being stored only as hard copy. The multi-functionality of the existing
systems is under developed. Most of the systems are not linked to each other.
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The data collected on public procurement can only help to prevent and detect corruption if it can be used to
extract knowledge and patterns that provide hints and red flags to investigate further or develop preventive
structures. In spite of the shortcomings, the data collection on public procurement at EU level provides a basis
for the development and implementation of more and better Self-Monitoring, Analysis, and Reporting
Technology (S.M.A.R.T.) anti-fraud and anti-corruption tools. These tools are able to structure, process and
analyse available data on public procurement. Huge collections of data create new needs to help to make better
managerial choices. These are automatic summarisation of data, extraction of the "essence" of information
stored, and the discovery of patterns in raw data. The challenge of extracting knowledge from data draws upon
research in statistics, databases, pattern recognition, machine learning, data visualization, optimization, and
high-performance computing, in order to deliver advanced business intelligence and web discovery solutions.

The area of data analytics is one of the most effective methods to prevent or detect corruption and/or fraud,
e.g.:

e Data analysis is the process of cleaning, transforming, testing and modelling of data with the goal of
highlighting useful information, suggesting conclusions and supporting decisions;

e Data mining is the application of statistical algorithms to data in order to identify patterns and systematic
relationships within data sets, and subsequently applying detected patterns to new subsets of data to make
predictions:

e Data visualisation is a technique used to represent data in an intuitive graphical format which
communicates information to the viewer more effectively. Tableau for example is such a data visualisation
tool;

e Third party monitoring (TPM) is another method which utilises consolidated publicly available information
in order to identify relevant information such as financial information, propensity to go bankrupt, adverse
media and relationship checking;

e Real time transaction monitoring (RTTM) is another technique which can be used to detect corruption
and/or fraud. RTTM is the identification of transactions in real time, thus allowing an early identification
and appropriate response to be taken. Advantages of RTTM include besides the ability to minimise both
financial and reputational damage also the improvement of controls and processes in order to mitigate risks.

Conditions and key actors for the prevention, detection and investigation of corruption

Although coordination and supervision of public contracts is often assigned to designated public authorities,
these bodies tend not to focus specifically on detecting corruption. Incidents of suspected fraud and corruption
are detected by national audit institutions through the audits on procurements involving national and European
funds, even though auditors are not necessarily geared towards the detection of corruption either.

With regard to the EU Structural Funds, designated bodies (i.e. Managing Authority, Certifying Authority and
Audit Authority) have been set up in Member States in order to prevent, detect and correct irregularities and
suspected fraud, and recover amounts unduly paid. However, these actors are not geared towards the detection
of corruption, and neither are the evaluators of these programmes.

Member States studied each have their own landscape of anti-corruption bodies, many focusing on
investigation, but some focusing on prevention and detection as well. Most agencies include corruption in
public procurement, amongst other forms of corruption as well.

The fight against corruption is however not only carried out by formal public institutions, but increasingly so by
informal networks, such as NGOs, press and citizens. Especially in a context of high unemployment, scarce
public resources and fiscal austerity, citizens and businesses alike appear to be less and less tolerant vis-a-vis
fraud, money laundering and corruption. Such a change in attitude has at least three major consequences.
Firstly, decision-makers are under increasing pressure to ensure transparency and reinforce, update and
coordinate the national and international anti-corruption agendas. Secondly, private and civil actors are
increasingly detecting corruption and denouncing corrupt behaviour to the competent authorities. This trend is
supported by the creation of whistle-blower systems and protection programmes, which represent a real
incentive to share and denounce illegal behaviour, both in private companies and in public institutions. It is
also supported by political will, free and properly resourced press, and active social media networks. Thirdly,
these societal trends and in particular the rise of social media networks provides new opportunities for formal
investigators as well, who see an increase in the amount of leads and data to be pursued from informal sources.

National Investigative Agencies, entitled with both enforcement and investigative powers, vary considerably
across Member States in terms of resourcing, independence and effectiveness. Thanks to international
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arrangements and initiatives, Member States have progressively established integrated anti-corruption
institutions, with powers in prevention, detection and investigation. For instance, on the basis of the
recommendations issued by the Council of Europe’s Group of States against Corruption (GRECO), Member
States have been actively identifying deficiencies in national anti-corruption policies, prompting the necessary
legislative, institutional and practical reforms.

Because criminal acts including corruption are increasingly characterised by cross-border (and international)
networks of individuals and organisations, cooperation at both the European and the international level
becomes increasingly important. It requires bilateral cooperation between Member States as well as excellent
cooperation with institutions such as Eurojust, Europol and OLAF.

Conclusions

Corruption is a broad and largely hidden phenomenon, and only elements of corruption related to public
procurement in a number of Member States and sectors has been studied. The need to measure the costs of
corruption is broadly felt, as a foundation for the design and implementation of effective, efficient and
proportional anti-corruption policies and practices.

Taken together, the overall direct costs of corruption in public procurement in 2010 for the five sectors studied
in the 8 Member States constituted between 2.9% to 4.4% of the overall value of procurements in the sector
published in the Official Journal, or between EUR 1 470 million and EUR 2 247 million. It should be noted that
the estimated value of tenders published in the TED in 2010, as percentage of the total value of public
expenditure on works, goods and services in the 8 selected EU Member States, is 19.1%, but it is not known
what this percentage is for the individual sectors of the economy studied. When using and interpreting the
above figures, caution is required because the results derived are of an econometric nature. They include both
estimates for sectors (related to the public loss due to inferior performance) as well as for product groups
(probability of corruption). Types of corruption differ between sectors and Member States and the analysed
cases relate to the period 2006-2010, and today’s figures might be different from these.

The findings on the direct costs of corruption point to substantial differences between sectors, not only in terms
of procurement amounts concerned, the probability and the costs of corruption, but also in terms of the types of
corruption (e.g. bid ridding versus kickbacks or conflicts of interest). These types of corruption appear to be
related to the specifics of product and service markets, in terms of demand and supply structures and (power)
relationships. Although the research points towards corruption being lower in procurement cases supported by
EU Funds, it was not possible to distinguish corruption in public procurement related to EU Funds from
corruption in public procurement funded by other — national — funds in the 8 selected EU Member States.

Transparency has turned out to be a crucial factor for the measurement of corruption: the amount of
information available is an essential element.

Hence, the costs of corruption can be regarded substantial and provide a basis for further measurement efforts.
However, implementation of such a comprehensive methodology requires:

o High requirements of data which are only partially in the public realm;

o Cooperation from a range of actors, including those who are potentially corrupt;

o Accessibility to public procurement files — which is often difficult for operational reasons (e.g. change of
staff, reorganisations, etc.);

e Databases to be filled in with actual, reliable, complete and correct data.

Based on the experiences to date, the measurement of costs of corruption can be considered resource-intensive
and time-consuming. However, in order to maximise the return of the reduction of the cost of corruption to the
benefit of the taxpayers, by insuring effective and efficient use of the scarce public funding, the implementation
of (technological) tools and processes and the maintenance of those tools and processes to measure the cost of
corruption should be carefully planned for - including an assessment of the related costs - and implementation
in all EU-institutions and EU Member States should be fostered.

Maintaining unit cost benchmarks (of outturn ex-post costs not ex-ante tendered prices) at a national (or even
EU) level is a good practice for estimating costs of procurements, but cannot be used in itself as an indicator of
corruption.
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Recommendations

As mentioned before, the context of corruption in public procurement is fragmented and there are many very
different actors involved in the consecutive stages of public procurement and in the prevention, detection and
investigation of corruption. None of these actors has fighting corruption in public procurement as its sole or
main task, and there are no authorities at national or EU-level that link or integrate parties involved. Nor are
there authorities that link or integrate all data on public procurement which is relevant for the prevention,
detection and investigation of corruption. It is therefore difficult to attribute specific recommendations to
specific authorities or organisations.

In the light of all the above findings, the following is thus recommended to all EU and national authorities
responsible for public procurement and the prevention, detection and investigation of corruption therein:

Data collection

1. Perform the comprehensive methodology to estimate the costs of corruption in public procurement in a
similar way in other sectors and other Member States to further strengthen the results and their reliability.

2. As part of public procurement procedures, ensure the timely and complete filling out of the TED
procurement database, including contract award notices, thus reducing the often large number of blank
spaces/delays/mistakes.

3. Further develop the central collection of public procurement data, also explicitly driven by the objective to
prevent (and detect and investigate) corruption in public procurement. Add additional data fields in the
central procurement databases (including TED) to collect data on significant indicators and other
information that allow for a better quick-scan of corruption, such as:

e Number and details of (formal or informal) complaints from non-winning bidders (red flag 14);

e Number and details of substantial changes in the scope of the project or the project costs after award
(red flag 16);

e Qualitative fields that provide the possibility of constructing a more accurate price of standardised units
(i.e. measure of unit, project/site characteristics, detailed cost information, etc. — a separate, designated
database for the purpose of analysing prices of standardised units can also be considered).

4. Develop central collection of meaningful, accurate and detailed statistics on corruption in public
procurement, to help increase the overall understanding of corruption and the effect of counter measures
and allow for EU comparison and analysis, as well as for national, tailored policies and interventions.

5. Construct copies of (or provide access to) relevant databases (e.g. TED database) for OLAF and other
audit and investigative bodies in order to filter — with the help of the identified significant indicators —
procurements with a higher probability of corruption.

6. Support measures that increase the transparency of public procurement, not only for future measurement
purposes, but also as a tool for prevention and detection. Examples of such measures are the introduction
of (mandatory) e-procurement, broader use of forensic audits, strengthening investigation and enforcement
capacity, voluntary disclosure programmes, external monitoring, reporting and access to information and
information sharing.

Policy research

7. Explore the indirect effects of corruption in public procurement as this will most likely reveal other
connections between corruption, the economy and society as a whole; relevant within the context of the EU
2020 strategy. Angles which appear particularly relevant include:

o Effects on the reputation of public institutions and their trustworthiness;
e Effects on public goods, including the environment, civic society;
e Effects on the international investment climate and trade.

8. Develop and implement adequate tools and methods for audits and evaluations to acknowledge and signal
the presence of corruption in public procurement processes.

9. Invest in the (experimental) research on ways to measure causality and effectiveness of instruments and
practices to prevent, detect and investigate corruption.
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Analysis, audits and evaluations to prevent, detect and investigate corruption in public procurement

10.

11.

12.

Contracting authorities should make all necessary efforts to perform market analyses and collect market
intelligence to ensure that public procurements are market-based, generating sufficient (not necessarily
maximum) amount of tenders, and that services are obtained in the most effective and efficient manner.

Improve performance audits and evaluations that review the substance of projects (performance-based
monitoring and evaluation) rather than check procedural compliance, and extend the focus from the actual
procurement to the preparation and implementation stage, and focus on high probability cases. Relevant
indicators are:

e Improper splitting up of contract amounts, in order to stay within the limits of negotiated procedures;

o False urgency; abuse of accelerated public procurement procedures without adequate justification;

o Use of eligibility criteria as quality criteria; thus reducing the competition on formal grounds;

e  Strange price reductions; abnormally low tenders;

e Unjustified need: lack of a concrete justification by the public administration of the impossibility to
carry out those services internally.

Develop and implement more and better Self~-Monitoring, Analysis, and Reporting Technology
(S.M.A.R.T.) anti-fraud and anti-corruption tools at EU level, and put these at the disposal for use by all EU
Member States (and even third countries).

Organisation of the fight against corruption in public procurement

13.

14.

15.

PwC

Invest in effective deployment of practices that help to prevent and detect red flag-situations in public
procurement and/or which - also based on experiment findings - contribute to reducing (costs of)
corruption in public procurement, in particular centralised/joined public procurement, professional staff in
public procurement functions that is adequately paid, screening of this staff and others involved in public
procurement and job-rotation.

Further invest in good functioning systems for whistle blowers, including proper protection of whistle
blowers.

Stimulate the establishment of competent and independent investigating agencies with focus on the
investigation of corruption in public procurement, with sufficient investigative competencies and adequate
sharing of information and intelligence, at national and at EU-level.
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1. Introduction

The overall objective of this study on identifying and reducing the costs of corruption in public procurement
involving EU Funds is to provide information, methodologies and tools for the European Commission and
Member States authorities for the implementation of the Commission/EU anti-corruption policies. Until to
date, no empirically founded conclusions could be made about the (changes in the) level of corruption in public
procurement. The primary objective of this project is to present a methodology to estimate the costs of
corruption in public procurement in sectors of the economy where EU Funds are spent. As a secondary
objective, the study provides information and tools which may feed into the EU Anti-Corruption Report in
order to improve the (application of) public procurement rules and practices, as well as to promote
implementation of the Commission Anti-Fraud Strategy in the Member States.

PwC, Ecorys and the University of Utrecht performed this study on identifying and reducing the costs of
corruption in public procurement involving EU Funds for OLAF, on behalf of the European Commission,
between March 2012 and June 2013. We studied a vast amount of reports and literature, we interviewed
numerous people at EU and national level, and we conducted several surveys and collected data in 8 EU
Member States and at EU level. The project to develop and apply a new methodology to estimate the costs of
corruption in public procurement turned out to be an exploration of new grounds, meaning that it was difficult
to plan and manage. And although the original deadline has not been met, we are confident that this final report
is worth all the additional time invested in the study.

The study project was governed by a steering committee composed of representatives from various Commission
Directorates General and presided by OLAF. Ms. Macovei MEP provided feedback on preliminary results, drafts
and part of the research approach. An external expert panel, experts from the European Court of Auditors and
OECD as well as experts from PwC, Ecorys and University of Utrecht reviewed (parts of the) drafts of this final
report.

We would like to thank the European Commission for entrusting PwC and Ecorys with carrying out this study,
which we consider as being of strategic significance. We are also grateful for the very valuable input provided by
the European Commission in the course of the Study. The close collaboration we enjoyed during our contacts
and meetings proved to be of extreme importance for reaching our objectives and results.

In accordance with the Statement of Work and our discussions, we are pleased to present the European
Commission with our final report.
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2. Research objectives, scope and
methodology

2.1. Research objectives

The objective of this study is to provide information, methodologies and tools for the Commission to implement
or to assist Member States’ authorities with the implementation of the Commission/EU anti-corruption
policies.

In 2011 the Commission adopted two Communications outlining its future policy in fighting fraud and
corruption. First, the Communication on Fighting Corruption in the EU* served to set up an EU anti-corruption
reporting mechanism for periodic assessment of the Member States, the so called ‘EU Anti-Corruption Report’.
Second, the Communication on an Anti-Fraud Strategy3 provides a framework for fighting fraud affecting the
EU financial interests. In 2011 the Commission also adopted its proposals on public procurement# as part of an
overall programme aimed at an in-depth modernization of public procurement in the European Union.

The impact assessment working paper produced by the Commission on establishing an “EU Anti-Corruption
Report”s states that there is currently no clear picture available of variations in the levels of corruption and
trends across the EU. This is due to the fact that EU Member States do not collect statistics concerning
instances of corruption and corruption levels in a unified way. According to the impact assessment, an
instrument (one general or several specific instruments) should be adopted to harmonise the definition of
corruption and measure corruption. Public procurement is mentioned as a top priority and a critical domain in
which corruption should be defined and measured. Therefore, a methodology should be developed in order to
measure the costs of corruption or provide close estimates of this cost in public procurement in certain sectors
of the economy which are within scope of EU Cohesion Policy.

The primary objective of this project is to present a methodology to estimate the costs of corruption in public
procurement in sectors of the economy where EU Funds are spent. The study further aims to provide tools
which may feed into the EU Anti-Corruption Report, improve the application of public procurement rules as
well as promote implementation of the Commission Anti-Fraud Strategy in the Member States.

1EUROPEAN COMMISSION (2011) Communication from the Commission to the European Parliament, the Council and the European
Economic and Social Committee on Fighting Corruption in the EU. COM (2011) 308 final. Available from: http://ec.europa.eu/home-
affairs/news/intro/docs/110606/308/1_EN_ACT_part1_vi2[1].pdf.

2 Commission Decision establishing an EU anti-corruption reporting mechanism for periodic assessment ("EU Anti-corruption Report")
was adopted together with the Communication (COM(2011)3673).

3 EUROPEAN COMMISSION (2011), Communication from the Commission to the European Parliament, the Council, the European
Economic and Social Committee, the Committee of the Regions and the European Court of Auditors on the Commission Anti-Fraud
Strategy. COM (2011) 376 final. Available from: http://ec.europa.eu/anti_fraud/documents/preventing-fraud-
documents/ec_antifraud_strategy_en.pdf..

4 EUROPEAN COMMISSION (2011), Proposal for a Directive of the European Parliament and of the Council on Public Procurement.
COM (2011) 896 final. Available from: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0896:FIN:EN:PDF.

5 EUROPEAN COMMISSION (2011), Commission staff working paper, accompanying document to the draft Commission Decision on
establishing EU Anti-Corruption reporting mechanism for periodical evaluation (“EU Anti-Corruption Report), Impact Assessment,
SEC(2011).
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Based on the terms of reference, the research objectives are as follows:

1.

10.

PwC

Formulate common definitions of corruption and related aspects of conduct in the area of public
procurement, such that relevant data could be collected and compared in a coherent manner, both at EU
level and in the different MS (chapter 3).

Identify quantitative and qualitative indicators of corruption in public procurement projects ("red flags"),
which signal increased project costs, corrupt practices and losses for public budgets, as well as the most
suitable tools whereby they can be detected. These should cover tools and mechanisms, which are applied
at national, regional or local levels, wherever EU Funds are managed (chapters 6 and 7).

Identify smart and innovative tools or methodologies that are able to structure, process and analyse
available data on public procurement projects. Such tools may uncover irregularities or divergences in
the application of procurement rules among comparable sectors, regions, authorities etc. They may
originate from the relevant authorities, judiciary, private sector or non-profit organisations including
academia. The project will also look into possible modalities of improving or making better use of the
current systems of collecting administrative data at the EU level (public procurement related) in order to
detect and prevent corruption, and to centralise information on corrupt practices detected in public
procurement and their follow-up (chapters 4 and 5).

Develop a comprehensive methodology to measure the real costs of corruption (or to provide very close
estimates) in selected sectors of the economy. The calculation of costs should distinguish direct costs for
the public budgets, which should be easier to identify, from other indirect costs for the society and focus
on the former. Identify and describe existing methods, measures and systems of measuring costs of
corruption, as a basis for this methodology, which could be characterized as best practices. List relevant
surveys and studies on this subject, in particular studies and research already procured by the EU
institutions. Identify data regarding market prices held by statistical and other authorities or entities and
identify and analyse methodologies used by the judiciary for the calculation of the costs of corruption
(chapter 6 and 7).

Apply/test the methodology in 5 selected sectors of the economy (including the civil and infrastructure
construction sectors, the social/employment support sector and the health sector), which are of concern
in relation to the EU cohesion policy, each in 8 Member States (chapter 7, 8, 9 and 10).

In the tested sectors, where costs are calculated for a particular period of time, identify the costs which
have effectively been recovered by the authorities or provide an estimate for the cases which are still on-
going (chapter 9 and 10).

Analyse the procurement prices for standardised units of 5 particular sets of products/services, typically
procured with the support of EU Funds across all Member States. Among the sets of products selected for
these comparative case studies are the costs of road infrastructure, retraining courses, and medical
hospital equipment (chapter 11).

Identify negative procurement practices, which contribute to the increase of overall corruption costs, as
well as positive and / or best practices that lead to prevention of corruption and to lower corruption
costs, in the whole tender/grant cycle (preparation, selection, and implementation). In particular, the
study will analyse best practices in leniency/voluntary disclosure programs (chapter 12).

Set a number of benchmarks, based on the identified best practices, against which the procurement
systems of all Member States should be tested. The study should analyse the rules and practices in all
Member States and recommend improvements where the benchmarks are not met (chapter 13).

Analyse the behaviour of key actors for detection and investigation of the cases in 8 Member States. Here
is identified which actors detect corruption and in what proportion (controls of responsible authorities,
whistle-blowers, investigative journalists etc.). Also material, legal and other conditions for the effective
enforcement of existing rules and procedures were identified. Special attention has been given to the
analysis of the incentives/disincentives to investigate corruption cases and to recover misused funds
(chapter 14).
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2.2, Scope

2.2.1. Direct costs

The focus of this study is on the direct material costs of corruption: the immediate monetary consequences for
the national budget (and, when EU Funds are involved, the EU budget) resulting from of a public procurement
case being corrupt. The public loss investigated is the estimated monetary amount lost to corruption in the
event that a public procurement case turns out to be corrupt. This estimated monetary amount includes the
following components®:

1. Ineffectiveness: the project does not (or not fully) reach its objectives. This is the case if procurement
of works, goods or services generates lower than intended (or even negative) public value (“waste”);
2. Inefficiency: the outputs of a project are not in line with the inputs. Efficiency is a concern when

sources of public loss include procurement at higher prices than competing bids, which offer similar and
not higher quality (“excessive price”), or when procurement takes place at similar prices but with lower
quality than competing bids (“inferior quality”).

Indirect costs have not been taken into account. Such costs include misallocation of public spending, distortions
of markets and competition, delay in the duration of procedures and implementation of projects, projects that
are never completed, general distrust in formal and informal institutions, the costs of anti-corruption policies
themselves and eventual non-material costs. For further information see section 0.

2.2.2. Corruption

For the purpose of this study, the classic definition of corruption: the abuse of power for private gain is
used as the working definition. Chapter 3 presents a more detailed elaboration of this working definition.

2.2.3. Public procurement

Public procurement is a multi-step process. It involves the full cycle from needs assessment through the
preparation of the procurement, documentation and awarding of the contracts, the implementation and
monitoring of the project. Numerous authors and institutions, such as the OECD, Plummer and Cross, and
Transparency International, have made a step-by-step analyses of the procurement process and the risks in
each phase.” This study will adopt the following basic three-stage classification:

Table 1: Public procurement stages

Pre-bidding Decision to contract (needs assessment)
Definition of contract characteristics

Bidding Contracting process
Contract award

Post-bidding Contract implementation and monitoring (including contract
outcomes)

2.2.4. EU Funds

The scope of this study is corruption in public procurement in those sectors of the economy where EU
Structural and Cohesion Funds are spent. The total budget for these funds over the period 1 January 2007 - 31
December 2013 amounts to EUR 347 billion — which is 0.40% of the EU-27 GDP (see table 2 below). The
Structural Funds consist of the European Regional Development Fund (ERDF) and the European Social Fund
(ESF). The Structural Funds and the Cohesion Fund make up the great bulk of EU funding (approximately
36%), and the majority of total EU spending.

6 The entire concept of public loss as a consequence of corruption in described in more detail in chapters 6 and 8.

7 OECD (2007), Bribery in Public Procurement. Methods, Actors and Counter-Measures; PLUMMER, J. and P. CROSS (2007), Tackling
Corruption in the water Sanitation in Africa: Starting a dialogue, in: Campos, J. and S. Pradhan (eds), The Many Faces of Corruption,
Washington, 2007; TRANSPARENCY INTERNATIONAL (2010), Corruption and Public Procurement, Working paper 05/2010.
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The main responsible Directorates-General (DGs) for the spending of these funds are the Directorate General
for Regional Policy (DG REGIO) for the ERDF and the Cohesion Fund and the Directorate General for
Employment, Social Affairs and Inclusion (DG EMPL) for the ESF. Over 80% of these funds is spent in 10
Member States: Poland (EUR 67 billion), Spain (EUR 35 billion), Italy (EUR 28 billion), Czech Republic
(EUR 27 billion), Germany (EUR 26 billion), Hungary (EUR 25 billion), Portugal (EUR 22 billion), Greece
(EUR 20 billion), Romania (EUR 20 billion) and France (EUR 14 billion).

Table 2: EU Structural & Cohesion Funds: 2007-2013 program spending (and TI index)

EU Structural
and Cohesion Corruption
GDP Funds Perception Index
Year (million €) 2007-2013 EU Funds / GDP (score [rank])
Member State of EU entry (2011) (million €) (annualised) 2012
Austria 1995 286 197 1461 0.07% 69 [25]
Belgium 1952 354 378 2258 0.09% 75 [16]
Bulgaria 2007 36 034 6 853 2.72% 41 [75]
Cyprus 2004 17 334 640 0.53% 66 [29]
Czech Rep 2004 149 313 26 692 2.55% 49 [54]
Denmark 1973 234 005 613 0.04% 90 [1]
Estonia 2004 14 305 3456 3.45% 64 [32]
Finland 1995 180 253 1717 0.14% 90 [1]
France 1952 1932 802 14 319 0.11% 71 [22]
Germany 1952 2 476 800 26 340 0.15% 79 [13]
Greece 1981 227 318 20 420 1.28% 36 [94]
Hungary 2004 97 095 25 307 3.72% 55 [46]
Ireland 1973 155 992 901 0.08% 69 [25]
Ttaly 1952 1548 816 28 811 0.27% 42 [72]
Latvia 2004 17975 4 620 3.67% 49 [54]
Lithuania 2004 27535 6 885 3.57% 54 [48]
Luxembourg 1952 40 267 65 0.02% 80 [12]
Malta 2004 6164 855 1.98% 57 [43]
Netherlands 1952 588 414 1907 0.05% 84 [9]
Poland 2004 354 310 67 284 2.71% 58 [41]
Portugal 1986 172 799 21510 1.78% 63 [33]
Romania 2007 121 941 19 668 2.30% 44 [66]
Slovakia 2004 65906 11588 2.51% 46 [62]
Slovenia 2004 35 416 4 205 1.70% 61[37]
Spain 1986 1062 591 35 217 3.31% 65 [30]
Sweden 1995 346 855 1893 0.08% 88 [4]
UK 1973 1700 145 10 614 0.62% 74 [17]
12 250 960 346 099 0.40% 64 (43 s the
EU-27 average score
(100%) (100%) .
worldwide)
Selected 8 MS 5733 504 199 398 0.58% 59
(56.8%) (57.6%)
Sources: Eurostat, Transparency International®

8 TRANSPARENCY INTERNATIONAL (2012).
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2.2.5. Focus on eight EU Member States

For a number of objectives, data and information was required for eight selected EU Member States. Based on
several criteria (see below) and after discussions with and approval of the Commission, the choice was made to
direct efforts on the following 8 Member States: France, Hungary, Italy, Lithuania, the Netherlands, Poland,
Romania and Spain.

The selection of Member States is based on several criteria:

A balanced geographical diversification across the EU;

A balanced diversification across the old EU-15 and new EU-12 Member States;

Inclusion of both small and large Member States (in terms of absolute levels of GDP);

The absolute levels of EU Structural and Cohesion Funds subsidy;

The economic dependency on EU Structural Funds subsidy (expressed as a % of GDP);

Different perceived levels of corruption (scores and ranking according to the TI Corruption Perception
Index9, see table 3):

- Two countries with relatively higher than average perceived levels of corruption: Italy and
Romania

- Four Member States (Poland, Spain, Hungary and Lithuania) with average to moderate levels of
corruption;

- Two countries with moderate to low perceived levels of corruption: the Netherlands and France.

Figure 1: Geographical division of the selected eight Member States

The quantitative selection criteria are listed in table 2. In 2011 the eight selected Member States together had a
GDP of EUR 5 733 504 million, or 56.8% of the EU27 GDP. The eight countries received EUR 199 398 million
from the EU Structural and Cohesion Funds during the period 2007-2013, which is more than 57.6% of the
total of the Funds spent in this period.

9 TRANSPARENCY INTERNATIONAL (2012), Corruption perception index 2012 (Berlin).
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In table 3, expenditure on works, goods and services as well as the number and value of tenders published in
TED and Official Journal (OJ) for the 8 selected Members States are presented and compared to the total EU27,
GDP and - tenders — to total expenditure. These figures are the basis for extrapolations in the following
chapters:

Table 3: Expenditure on works, goods and services, number and value of tenders (8 selected Member

States, 2010)

Estimated
value of Number The value
Total tenders Estimated of of calls
Total expenditure Total Estimated : published value of tenders for
expenditure i on works, expenditure value of in the tenders Number : published | tender
onworks, | goodsand = on works, tenders TED published in of in the OJ | published
goods and services goods and  published (2010) the TED tenders (2010) | inthe OJ
services (2010) services  inthe TED (% of (2010) published : (% of (2010)
(2010) (% of Total (2010) (2010) Total (% of total  in the OJ Total (% of
(Billion €) EU27) (% of GDP) : (Billion€) . EU27)  expenditure®): (2010) EU27) GDP)
France 364.73 15.2% 18.9% 66.71 14.9% 18.3% 45 315 27.8% 3.5%
Hungary 22.54 0.9% 22.9% 5.52 1.2% 24.5% 2 741 1.7% 5.6%
Ttaly 252.47 10.5% 16.3% 53.12 11.9% 21.0% 9699 5.9% 3.4%
Lithuania 4.95 0.2% 18.1% 1.33 0.3% 26.9% 1809 1.1% 4.9%
Netherlands 180.3 7.5% 30.6% 10.92 2.4% 6.1% 4032 2.5% 1.9%
Poland 72.63 3.0% 20.5% 30.9 6.9% 42.5% 18 507 11.3% 8.7%
Romania 32.58 1.4% 26.7% 7.6 1.7% 23.3% 3676 2.3% 6.2%
Spain 171.01 7.1% 16.1% 34.06 7.6% 19.9% 10 539 6.5% 3.2%
TOTAL o o o N N y
8 selected MS 1101.21 45.8% 26.3% 210.16 47.0% 19.1% 96 318 59.1%
TOTAL EU27 . 2406.98 100.0% 19.7% 447.03 100.0% 18.6% 163 058 | 100.0% 3.7%

Source: EUROPEAN COMMISSION (2011), Public procurement indicators 2010. * Total expenditure on works, goods and services, second
column.

Note that the total expenditure on works, goods and services for the 27 EU Member States (EUR 2 406 billion
in 2010 (second column), or 19.7 % of EU-GDP (fourth column)) includes also areas, which are not covered by
public procurement rules, the main areas being?:

e Health, social services and education spending: the sectors health, social services and education have
all high levels of expenditure, but — for various reasons - low levels of publication in OJ/TED: a Commission
comparison of public expenditure by functions of government with contracts advertised reveals that around
94% of expenditure in the health or social services sector is not spent through contracts advertised in the
OJ/TED. In the education sector, 84% of expenditure seems not to be advertised in the OJ/TED. Estimates
for the sectors in this section are based on data for 2008. These findings deserve careful analysis and
consideration: the net result is that, of the 5% of GDP spent by governments on health, social security and
education, only a marginal amount is subject to publication in the OJ. It should be noted that there may also
be some double counting with the below threshold figures as some contracts for health and education may
be included within the below threshold estimate.

e Supply of energy or of fuels for the production of energy: A major exemption is the supply of energy
or of fuels for the production of energy, when procured by entities themselves active in the energy sector.
This very large exemption can be estimated from input/output tables. Extrapolating on this basis from the
latest figures available, the EU 27 electricity, gas, steam and hot water supply sector may have procured
energy or fuels for the production of energy to the value of EUR 307 billion in 2008, or almost 2.5% of
GDP.u

10 Overview provided by DG MARKT.

11 The source of data for these estimates is the input/output tables (use table) supplied to Eurostat. In general, the latest data are for 2006
(except for Bulgaria, Latvia and the United Kingdom 2004, Belgium and Poland 2005, Germany and Finland 2007, Greece and
Luxembourg 2008). Figures for 2006, for which data are not yet available are estimates provided by linear extrapolation of the data for
the last three years available. No data are yet available for Malta or Cyprus. Source: DG MARKT.
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e Defence procurement: Defence procurement is also significant. Not all Defence procurement is exempt
from the scope of the Classic Directive, only "arms, munitions and war material". The estimated total
expenditure on Defence procurement in the EU in 2008 was about EUR 80 billion (approximately 0.6% of
GDP) according to Eurostat data, of which about EUR 6 billion (approximately 0.05% of GDP) was awarded
after competitive tendering following publication in the OJ. This exemption therefore probably amounts to
around EUR 75 billion.

e Purchase of water for supply of drinking water: The exemption for the purchase of water for supply
of drinking water is available from input output tables in the same way as fuel for the production of energy.
For example in Germany in 2006 the water industry consumed water to the value of EUR 57 million (at
purchasers' prices). Extrapolating on this basis from the available data the EU 27 water industry consumed
EUR 2 billion worth of water in 2008.

This implies that when the figures from table 3 are being used in this report for extrapolation purposes, these
limitations — especially of the data available in the TED — will be taken into consideration and percentages can
never be read as a percentage of the total expenditure on works, goods and services as presented in column 2 of
table 3; only as a percentage of a (much) lower figure of expenditure on works, goods and services falling under
public procurement rules.

2.2.6. Sectors of the economy where EU Funds are spent

The focus of this study is on sectors of the economy where EU Funds are spent. To narrow this broad scope, five
sectors of the economy where EU Funds are spent were defined. The following criteria were used:

1. Pre-selection in the terms of reference: Civil and infrastructure construction sectors, the social-
employment support sector and the health sector;

2. Availability of data and information on (corrupt) procurement cases. The selection of cases to be assessed
in detail was made based on the availability of cases, which subsequently lead to the definition of the five
sectors.

The list of 5 defined sectors thus reads as follows:

Table 4: Selected sectors of the economy

% of overall
Defined sector (see annex O/J Total public
Broader sector F for more details/CPV- Product group studied | procurement | procurement % of EU
of the economy codes included) within defined sector value in OJ (bln.)** Funds *)
Construction work for
Infrastructure Road & Rail motorways, railway o o
construction Construction track construction 12.4% €261 12.4%
materials and supplies
- Water Supply / Waste .
Civil . Water Treatment / Construction waste 0.7% €1.6 4.8%
construction water plants
Water Management
Civil Urban & Utility (Airport) Runway o o
construction Construction construction works 8.2% €17.3 6.7%
Social
employment Training Staff development 0.1% €o0.5 6.5%
services
support
Research & radiotherapy,
Development / High mechanotherapy, o o
Health Tech Products and electrotherapy and 2.8% €58 5:6%
Services physical therapy devices
All sectors studied 24.3% €51.1 36.0%
All other sectors 75.7% €159.1 64.0%
Total (all sectors) 100% € 210.2 100%

*  Certified expenditure in Obj. 1 and 2 in the period 2000-2006 as % for all MS. Applies to sectors.

** No figures of total public procurement divided over the sectors of the economy defined for this study are available: although there are
estimates on total public expenditure, it is not possible to extrapolate the available figures per sector for public procurement in the OJ
to figures for total public procurement, including (below threshold) procurements not included in the OJ, since e.g. the ratio above
threshold/below threshold is not known (and differs per sector).

PwC
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2.3. Methodology
2.3.1. Data collection

For this study, data was first collected and studied theories of corruption and public procurement as far as
relevant for the above mentioned objectives of this study. Most efforts concentrated on fieldwork and collecting
empirical evidence; both at EU-level and in the 8 selected Member States. For identifying good policies and
practices on preventing and detecting corruption and opportunities to improve data management, data and
information has been collected from relevant stakeholders at EU level and in 8 selected Member States: public
authorities, the private sector and civil society organisations and the media.

Six main types of methods of data collection were used for this study:

1. Literature review: academic literature, online media sources and policy documents were studied for this study,
with a focus on sources published in the last 10 years. The complete list of sources used can be found in
Annex o of this report;

2. Interviews: interviews with officials at EU, national- and even regional/local-level, experts in the field of
public procurement and/or corruption, media, non-governmental organisations, private sector and
academia were held. A complete list of organisations and individual experts interviewed can be found in
Annex E;

3. Surveys: to collect data and information on innovative tools and methodologies to detect and investigate
corruption, for data on prices of standardised units and to collect data for the benchmark of the
procurement systems of all Member States, questionnaires were sent out to more than 1100 national and
EU-authorities and to other organisations and experts (see Annex F);

4. Collection of data and analysis of existing databases — data from EU- and national databases that are
publicly available as well as from non-public databases was collected, standardised and analysed;
5. Assessment of procurement cases: in two separate phases data and information has been collected on

public procurement cases:

o In the first phase, more than 190 public procurement cases in 8 EU Member States were collected
and assessed in detail;
o In the second phase, an additional collection and analysis of data and information on over 100

public procurement cases was performed.

6. Benchmark of Member States: based on identified best practices, the procurement systems of all Member
States were tested against a number of benchmarks.

The data collection in the Member States was conducted by country teams, including national experts from PwC
and Ecorys. A quick scan in EU-27 Member States on procurement practices and availability of data was
executed by the European Criminal Law Academic Network (ECLAN).

2.3.2. Difficulties in data collection

The development and application of a methodology to estimate the costs of corruption in public procurement is
highly dependent on the availability of (proven and suspected) cases and other relevant data (statistical data,
market data, interviews, etc.). Availability and accessibility of cases and data proved to be the main challenge of
this study. In the relevant chapters the difficulties encountered in obtaining data and information from public
authorities is described, either caused by absence of sophisticated tools to retrieve data or by reluctance or legal
limitations to cooperate (or both).Overall, it can be concluded that the application of the research methodology
proved extremely time and resource intensive.

2.3.3. Analysis
To analyse the information and data collected, a number of statistical, econometrical and other methodologies
were used. In each chapter, the specific methodologies are described in brief.
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2.4. Organisation of the project
2.4.1. Expert panel

A panel of experts in the fields of criminology, anti-corruption policies and corruption law, economics and
statistics and law enforcement and prosecution has been in place to review draft versions of formal project
deliverables. Expert meetings were held on 6 June 2012 and on 8 October 2012 to elaborate on the findings of
the research and discuss the approach, methodologies, analyses and recommendations in a forum together with
representatives of the Commission. The experts also reflected on drafts of this report; their general comments
on a first version of the draft final report (dated 12 January 2013) are reflected in Annex 0. The members of the
expert panel are:

Table 5: Expert panel ‘

Ms. A. Mungiu-Pippidi Professor of Democracy Studies at the Hertie School of Governance

Chairman of Group of States against Corruption (GRECO), chairman of the

Mr. D. Kos Commission for the Prevention of Corruption, Republic of Slovenia

Professor of Criminology at the Cardiff University, member of the Council of

Mr. M. Levi Europe Criminological and Scientific Council

Professor of Criminology at the Universita Cattolica del Sacro Cuore in Milan

Mr. E. Savona . :
and Director of Transcrime

Mr. C. Zeyen Vice-President of Eurojust and National Member for Luxembourg in Eurojust

2.4.2. Steering Committee and supervision from OLAF

In addition to the expert panel, the defined approach, methodologies, analyses, findings and recommendations
were also intensively discussed with the Commission Steering Committee. This committee consists of
representatives from OLAF (Chair), DG HOME, DG REGIO, DG MARKT, DG EMPL and DG BUDG, in
different compositions. Formal meetings of the Steering Committee were held:

13 March 2012 Kick off meeting

10 May 2012 Meeting on Inception Report

6 June 2012 1st Expert meeting (with Steering Committee)
8 October 2012 and Expert meeting (with Steering Committee)
17 June 2013 Meeting on draft Final Report

The supervision of this project was attributed to OLAF. Regular meetings were held with representatives of
OLAF, and regular email and telephone communication kept them informed about the progress of the project
and any obstacles encountered.

2.4.3. Progress meetings with the European Parliament

This project has been followed with great interest by the European Parliament, in particular by Ms Monica
Macovei MEP. At the request of OLAF and Ms Macovei MEP, two meetings (on 25 January 2013 and 19
February 2013) were held at her office to inform her about the progress of the study and its preliminary
findings. On these occasions, Ms Macovei MEP provided suggestions for additional research.
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2.4.4. Project team and quality assurance

This study is a product of PwC and Ecorys, with support of the University of Utrecht. Notwithstand , the project
was an effort of many people from various organisations in many countries. The core team for this project,
composed of staff members of PwC, Ecorys and the University of Utrecht, included:

Table 6: Core project team

PwC

Rudy Hoskens Responsible partner
Wim Wensink Overall project manager
Helen de Roo

Ozge Iskit

Michael Wagemans

Bart Vandeweyer

Caroline Cleppert

Anna Rys Sypkens Coutinho

Ecorys

Jan Maarten de Vet Project manager for Ecorys

Patrick de Bas

Matteo Bocci

Erik Canton (until February 2013)

Jakub Gloser

Maarten van der Wagt

Utrecht University

Project manager for the Utrecht

Joras Ferwerda : .
University

Toana Sorina Deleanu
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Quality Assurance

All project documents, including this final report, have been subject to internal review by the consortium’s

subject matter experts:

Table 7: Quality assurance team

PwC

Ine Lejeune

Global Relations Partner for the EU
Institutions

Prof. Dr. Jacques de Swart

Professor at Nyenrode University,
director of the quantitative analysis
group in PwC the Netherlands
(chapters 7, 8, 9 & 10)

Dr. Jan Wille

Lecturer at Erasmus University,
principal manager of the
quantitative analysis group in PwC
the Netherlands

(chapters 7, 8, 9 & 10)
Ecorys
Roelof-Jan Molemaker EU27 Market Director
(chapter 11)

University of Utrecht

Prof. Brigitte Unger

Professor of Economics
(chapters 7, 8, 9 & 10)

PwC
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3. Definitions

For the development of an EU Evaluation Mechanism in the area of Anti-Corruption with a particular focus on
identifying and reducing the costs of corruption in Public Procurement involving EU Funds, a targeted but
flexible concept of corruption is required. Furthermore, the concept used for “costs of corruption” requires a
clear definition. The definitions used are further presented in this chapter.

3.1. Public procurement

Public procurement is the process by which governments and regional and local public authorities or bodies
governed by public law purchase products, services and public works!2. The economic significance of public
procurement in Europe is considerable: every year around one fifth of EU GDP is spent by different levels of
government (central and sub-central), bodies governed by public law and utility service providers to procure
goods, works and services, or EUR 2 406 billion in 2010 terms3. This money is spent by a very large and
heterogeneous population of public authorities - over 250 000 contracting authorities in Europe managing
procurement budgets of different sizes and possessing very different administrative capacities. 4 Public
procurement is regulated by two separate EU Directives: the Public Sector Directive on the coordination of
procedures for the award of public works contracts, public supply contracts and public service contracts; and
the Utilities Directive, coordinating the procurement procedures of entities operating in the water, energy,
transport and postal services sectors.15

Total cost of public procurement in Europe is estimated at about 1.4 per cent of purchasing volume. Businesses
account for 75 per cent of these costs. Competition is considerable: each public tender is estimated to receive on
average 5.4 offers.'¢ This implies that there is a substantial incentive for businesses to win public tenders and
one could reason that this could lead — for some potential bidders — to look for means to by-pass public
procurement rules or to influence the final decision: by means of bribery or other appearances of corruption for
instance.

The use of the term “public procurement” in this report refers more specifically to “public procurement in those
sectors of the economy where EU Structural and Cohesion Funds are spent”.

3.2. Definitions of corruption and related aspects of
conduct

3.2.1. Working definition of corruption

While performing desk-top research and interviewing EC representatives, different and sometimes conflicting
opinions on the definitions of corruption were encountered.

For the purpose of this study, the definition of corruption: the abuse of power for private gainv has
been used as the working definition.8

12ESSIG, M., J. FRIJDAL, W. KAHLENBORN and CHR. MOSER (2011), Strategic Use of Public Procurement in Europe. Final Report to
the European Commission MARKT/2010/02/C, p. 7.

13In 2010, the total expenditure of government, the public sector and utility service providers on works, goods and services was estimated at
EUR 2 406 billion (i.e. 19.7 % of EU GDP); see: Public Procurement Indicators 2010 (Brussels, 4 November 2011), Available at:
http://ec.europa.eu/internal_market/publicprocurement/docs/indicators2010_en.pdf [Accessed 18 May 2013].

4EUROPEAN COMMISSION, DG MARKT (, EU public procurement legislation : delivering results. Summary of evaluation report
Impact and Effectiveness of EU Public Procurement Legislation (SEC(2011) 853 final), p. 6.

15Directives 2004/18/EC (Classical) and 2004/17/EC (Utilities)

16PwC, LONDON ECONOMICS and ECORYS (2011), Public Procurement in Europe: Costs and Effectiveness. Study commissioned by EC

DG MARKET. Available from: http://ec.europa.eu/ internal_market/publicprocurement/docs/modernising_rules/cost-
effectiveness_en.pdf [accessed 12 May 2013], pp. 5-6.

17Commission Communication on a comprehensive EU policy against corruption from 2003 (COM(2003) 317 final), p.6 and Commission
Communication on Fighting Corruption in the EU of June 2011 (COM(2011) 308 final, p3, footnote 1.

18This definition is also used in the Terms of Reference for this study, see: http://ec.europa.eu/anti_fraud/
programmes/tenders/index_en.html.
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This broad definition covers — unlike the traditional definition: “the use of one's public position for illegitimate
private gains” - both the entire public and private sector. It thus includes, in addition to bribery, any other
relevant misconduct in the public and private sectors (e.g. conflict of interest, favouritism, nepotism, cronyism,
market rigging etc.).

Private gain: bribes and kickbacks
“Private gain” must be interpreted widely, including gains accruing e.g. to an economic actor’s close family
members or friends, company, political party and in some cases to an independent organisation or charitable

institution in which the economic actor has a financial or other interest. 19 Private gains in most instances take
the form of bribes and kickbacks.

Sometimes a distinction is made between ‘bribes’ and ‘facilitation payments’2°, where bribes are labelled as
larger amounts given to senior public officials, whereas facilitation payments refer to smaller amounts paid to
usually lower level officials to accelerate or facilitate a decision. In this study both forms were taken into
account (although only bribes were identified in the cases that were assessed).

A Kkickback typically occurs when a company that wins a public contract ‘kicks back’ a bribe to the government
official(s) who influenced the awarding of the contract (voluntary or under duress) to that company. Generally
the kickback is a percentage of the contract and in highly corrupt environment it becomes an added cost that all
bidders must take into consideration when bidding public contracts.

Vertical and horizontal corruption

Power is the ability to influence the behaviour of people. The term authority is often used for power perceived
as legitimate and attributed to one's public position. In public procurement, this form of power can, when
abused, lead to a vertical relationship between one or more bidders and the procurement official that
materialises in a conflict of interest or bribery.

In the working definition, the power abused can also regard economic power: e.g. a market position or
ownership of specific information that can influence prices and outcomes of procurement processes. Abuse of
such power will manifest in a secret horizontal relationship between bidders, which restricts competition and
harms the public purchaser. With collusion agreements these bidders try to manipulate the award decision in
favour of one of their members, and are especially relevant for this study when this collusion involves a corrupt
inside official.

The OECD acknowledges that vertical corruption and horizontal collusion are distinct problems within
procurement. However corruption and collusion will frequently occur in tandem and have mutually reinforcing
effects. And “ultimately, however, these discrete offences have the same effect: a public contract is awarded on
a basis other than fair competition and the merit of the successful contractor, so that maximum value for
public money is not achieved.”?' They are best viewed, according to the OECD, as concomitant threats to the
integrity of public procurement. Both vertical and horizontal abuse of power, and all constituent elements of
corruption linked to them are included in the working definition for this study.

Bid Rigging
Bid rigging is a form of collusion. It occurs when a public tender — which has its purpose open and fair
competition — is manipulated in such a way that a preselected bidder wins the tender. Bid rigging agreements

can include for example, assigning ‘turns’ among collusive members for winning bids, or agreeing to internal
compensation payments for submitting high or other ‘failed’ bids.

Bid rigging can take place with and without involvement of a public official. It can be either:

e Manipulation among all or some of the bidders without the knowledge of the public official;
o Public official(s) actively participating in the manipulation.

19TRANSPARENCY INTERNATIONAL (2006), Handbook for Curbing Corruption in Public Procurement.
20Tbidem.

210ECD (2010), Policy Roundtable on Collusion and Corruption in Public Procurement.
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Bid rigging can take many subtle forms (which are not mutually exclusive):

o Bid suppression: some of the conspirators agree not to submit a bid so that another conspirator can
successfully win the contract;

e Complementary bidding (also labelled as ‘cover bidding’ or ‘courtesy bidding’): some of the bidders bid an
amount knowing that it is too high or contains conditions that they know to be unacceptable to the agency
calling for the bids;

o Bid rotation: bidders take turns being the designated successful bidder

o Customer or market allocation: bidders agree to divide up customers or geographical areas;

o Lowballing: submitting the lowest bid with the understanding of the public official that, one awarded, the
contract will be amended to increase the contract price;

o Subcontract bid rigging: some of the conspirators agree not to submit bids, or to submit cover bids that are
intended not to be successful, on the condition that some parts of the successful bidder's contract will be
subcontracted to them.

Active and Passive Corruption
Corruption can be divided in active and passive corruption. In the context of the development of an overall
corruption-prevention policy as provided for in the Action Plan to combat organised crime of 28 April 199722,

the Council sets down some common definitions for the policy of combating corruption in the private sector at
Member State level:

o “The deliberate action of a person who, in the course of his business activities, directly or through an
intermediary, requests or receives an undue advantage of any kind whatsoever, or accepts the promise of
such an advantage, for himself or for a third party, for him to perform or refrain from performing an act, in
breach of his duties, constitutes passive corruption in the private sector” (Article 2).

e “The deliberate action of whosoever promises, offers or gives, directly or through an intermediary, an undue
advantage of any kind whatsoever to a person, for himself or for a third party, in the course of the business
activities of that person in order that the person should perform or refrain from performing an act, in breach
of his duties, constitutes active corruption in the private sector” (Article 3).

Both these definitions of active and passive corruption fit into the OECD definition of corruption. This
distinction is relevant for development, implementation and evaluation of anti-corruption measures: some
measures focus on people in the organisation who risk the danger of slipping into passive corruption (focus on
own staff members); other measures are being implemented to protect the organisation and its people and
processes against external corruption threats (focus on third parties). Of course, the two sets of measures can be
closely linked to each other. In this study, both active and passive corruption are taken into account.

Corruption in public procurement

Our study focuses on a specific type of corruption: corruption in public procurement. In accordance with the
Commission, the definition of corruption is used as presented in the previous paragraph, but with the primary
focus on corrupt vertical relationships between one or more bidders and the procurement official.

However, horizontal corruption (collusion and bid rigging not involving a public official) are taken into account
as well since these forms of corruption cause a public economic loss as well.

Focus on corruption in public sector

Corruption in procurement can take place in the private sector as well as in the public sector. The focus of this
study is on corruption in public procurement, and therefore on the public sector, while taking into account
some valuable good practices and lessons learned from the fight against corruption in the private sector.

3.2.2. Irregularities, fraud and corruption

EU Member States are required to report all 'irregularities' involving more than EUR 10 000 of EU Funds to the
EC. They are required to identify those reported irregularities in which they suspect 'fraud'. The following
definitions, provided by the EC23, are used:

22Joint Action 98/742/JHA of 22 December 1998 adopted by the Council on the basis of Article K.3 of the Treaty on European Union, on
corruption in the private sector [Official Journal L 358, 31.12.1998].

23See for example: EUROPEAN COMMISSION DG REGIONAL POLICY (2009), Information Note on Fraud Indicators for ERDF, ESF
and CF, Final version of 18/02/2009.
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e Anirregularity is any infringement of an EU provision by an economic operator which has, or would have,
the effect of prejudicing the EU’s financial interests.

e Fraud is as an irregularity committed intentionally with the aim of illicit gain which constitutes a criminal
offence.

There is, however, no separate provision for 'corruption'. Corruption is often considered as a subset of fraud.
The Association of Certified Fraud Examiners (ACFE) distinguishes three fraud types: (i) Intentional
manipulation of financial statements; (ii) misappropriation of tangible or intangible assets; and (iii)
corruption (such as (bribery, bid rigging, undisclosed conflict of interest, and embezzlement).24

The focus of this study is solely on corruption, but irregularities that point at possible cases of corruption, as
well as fraud that clearly includes corrupt practice are also analysed where possible and when in line with the
selected working definition of corruption.

3.2.3. Corruption and conflict of interest

In Managing conflict of interest in the public service, the OECD adopts a definitional approach which is
deliberately simple and practical to assist effective identification and management of conflict situations, as
follows:

"A “conflict of interest” involves a conflict between the public duty and private interests2s of a public official,
in which the public official has private-capacity interests which could improperly influence the performance of
their official duties and responsibilities.”

A conflict of interest can be current, or it may be found to have existed at some time in the past. The private
interest, however, has in fact compromised the proper performance of a public official’s duties. Only those
specific situations of conflict of interest that can be regarded as an instance of misconduct or “abuse of office”,
or even an instance of corruption, are relevant for this study. However, not all cases of conflict of interest can be
judged as corruption. Therefore, in this study, conflict of interest is only used when relevant as a starting point
for detecting potential cases of corruption.

3.3. Degrees of solidity in corruption cases

Even when an accusation of corruption surfaces, this provides no certainty that the case is actually corrupt. One
must take into account false accusations, confusion of terminology (e.g. fraud or conflict of interest instead of
corruption) and other grounds before accepting something to be true. The opposite is true as well: not all cases
that are not linked to corruption are “clean” cases of public procurement. Very often, corruption is a hidden
offence, with — in most instances - no obvious victims, damage and with most importantly, two or more parties
involved that have everything to gain by being silent and acting discreetly.

If the offence — corruption — and its consequences remains concealed and the offenders are hidden as well, it is
difficult to find and analyse cases of corruption. Indicators that point towards cases that can be referred to as
being “corrupt” have to be found, their degree of solidity tested. In this paragraph, an overview of common
indicators and their usefulness in pronouncing specific cases as “corrupt” is presented.

3.3.1. Corrupt and non-corrupt cases

In the end, there are only two varieties of cases relevant for this study: corrupt cases of procurement and non-
corrupt cases of public procurement.

A corrupt case of procurement is a case where, at some stage in the procurement process, any power has been
abused for private gain. In a non-corrupt case of public procurement, nowhere in the procurement process has
any power been abused for private gain.

24Derived from: EUROPEAN COMMISSION DG REGIONAL POLICY (2009), Information Note on Fraud Indicators for ERDF, ESF and
CF, Final version of 18/02/2009, Page 6.

25In this definition, “private interests” are not limited to financial or pecuniary interests, or those interests which generate a direct personal
benefit to the public official. A conflict of interest may involve otherwise legitimate private-capacity activity, personal affiliations and
associations, and family interests, if those interests could reasonably be considered likely to influence improperly the official’s
performance of their duties. A special case is constituted by the matter of post-public office employment for a public official: the
negotiation of future employment by a public official prior to leaving public office is widely regarded as a conflict-of-interest situation.
OECD, Managing conflict of interest in the public service. OECD Guidelines and country experiences (2003).
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In this study, a distinction has been made between corruption in this narrower criminal law sense and
corruption in a broader socio-economic sense. This distinction is necessary because, in accordance with rule of
law principles, criminal law provisions require unambiguous and precise language, whereas the concept of
corruption can be more general while responding to the purposes of crime prevention or estimating the costs of
corruption.2¢ Since this is a socio-economic study, a corrupt case does not necessarily have to be a convicted
case of corruption (see 3.3.4).

3.3.2. Indications of corruption

In finding corrupt and non-corrupt cases of public procurement, a distinction has been made between
indications that lead to possible corrupt and possible non-corrupt cases (of public procurement).

Corruption indicators can be direct (the “red flags” as presented in chapter 7) and circumstantial.
Circumstantial indications are not found in the procurement process, but are indicators that can be found
beyond the procurement process: e.g. accusations, confessions, convictions, and settlements related to cases of
public procurement.

As mentioned above, the scope of this study is public procurement in those sectors of the economy where EU
Structural and Cohesion Funds are spent. Also possible circumstantial indications are explored that lead to
possible corrupt and possible non-corrupt cases within this domain.

As with circumstantial indications of corrupt cases, circumstantial indications for non-corrupt cases could also
be formulated. As opposed to circumstantial indications like accusations, confessions, convictions, settlements
that point to possible corrupt cases, circumstantial indications of non-corrupt cases can be “praises”: cases that
are presented as an example or best practice.

Besides a specific indication, the absence of convincing explanations for cases indicated as being odd can also
be a circumstantial indication for possible corrupt cases. If no convincing explanation can be found for a certain
condition (decision, output, and outcome) and that same condition can be explained as the consequence of
corrupt behaviours or acts, then the absence of these explanations is a circumstantial indication in its own right.
If, for instance no convincing explanation can be found for a project being inefficient (more/higher costs) or
ineffective (no rational necessity or need) in cases of fraud, incompetent beneficiaries, economic motives,
external factors, this could be an indication for corrupt practices. A prerequisite for this reasoning is that all
possible explanations for a certain condition should be known, in order to be able to condemn all these and
isolate corruption as the sole possible explanation.

Any indication will have an absolute or relative weight with regard to its reliability, in this case — since no
absolute and known quantity exists — a relative weight. This leads to an ordinal categorisation of circumstantial
indications, where each category of circumstantial indications can be denominated as more or less reliable. For
instance, as explained more in detail below, a conviction has more weight (because is more reliable) as an
indication than a mere accusation. The more reliable a circumstantial indication is, the more certainty one can
have that the case is in fact a corrupt / non-corrupt case.

3.3.3. Indications are only indications

A strong (most weight) circumstantial indication or a mix of circumstantial indications, preferably pointing in
the same direction, will increase the probability that an actual case is indeed a corrupt (or non-corrupt) case.
However, it will remain a probability unless there is a verdict from the highest court stating that in a particular
case corrupt behaviour or act has been proven beyond any reasonable doubt (and thus not wrongfully
convicted), or that a validated confession has been made by one of the actors in a corrupt case.

Our analyses will not, in any instance, judge that cases are corrupt or non-corrupt. This study will merely
identify cases that could, by conviction by the highest court or validated confession, be denominated as being
corrupt cases. This study will also identify cases that, based on circumstantial and/or direct indicators, were
pointed out as possibly being linked to corruption (or as highly likely not linked to corruption). All statements
with regard to corrupt or non-corrupt cases have to be understood in this way.

26See also: Commission Communication on a comprehensive EU policy against corruption from 2003 (COM(2003) 317 final).
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3.3.4. The solidity of circumstantial indications of corruption

As stated, a strong (most reliable) circumstantial indication or a mix of circumstantial indications, preferably
pointing in the same direction, can point towards a case that is potentially corrupt (or non-corrupt). However,
in order to prove that these indications are correct, additional analysis of each identified case should be
conducted. This analysis should check the facts and statements as indicated: was there a conviction or formal
settlement? Was there a confession and how reliable was this confession? Have the accusations lead to any
formal investigations and what were the results of these investigations? Is it possible to check the accusations in
any other possible way? Are there indications in the procurement process that a corrupt practice occurred?

Some of these cross checks are easy to execute: a formal verdict can be obtained, a validated confession as well.
More problems will arise when analysing accusations, investigations and settlements: to find proof for
uninvestigated accusations and to get access to investigative data and data underlying settlement agreements is
difficult if not impossible (e.g. because of the secrecy of the judicial investigations). If no supporting evidence
can be found in the procurement process itself or if any oddities in the procurement process can also be
explained by other causes, there is hardly or no reliable ground to pronounce such a case a corrupt case.

In this study, 4 categories of cases in public procurement in the context of corruption are distinguished:

1. Corrupt cases: cases where in a final ruling, not open for appeal anymore, a procurement case was
defined as corrupt, and cases where a validated confession of one of the parties involved (preferably with
underlying evidence) could be presented;

2. Cases with strong indications of being a “corrupt case”: cases where, based on many reliable and
verified sources (but where no verdict from the highest court nor confession is available) could be
concluded that these are likely to be corrupt cases — e.g. certain settlements, verdicts from lower courts;

Both categories 1 and 2 (green categories in Figure 2) are referred to as ‘corrupt cases’ in this analysis.

3. Cases with only weak indications of being corrupt — for which no explicit evidence is presented from the
opposite — are considered as being “grey cases” (orange category in Figure 2).These grey cases are in
some parts of the study taken into account provide sufficient case-material, since cases of the two categories
“corrupt cases” were not available in sufficient amounts. The use of grey cases in this analysis was explicitly
proposed and approved by the Commission. Whenever possible, these grey cases are explicitly separated
from non-corrupt cases to rule out any possible bias. Where grey cases are used, this is explicitly mentioned
in the text.

4. Cases with no (reliable) indications of being a “corrupt case”. These cases are treated as ‘clean cases’ (red
category in Figure 2).
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Figure 2: Corruption indications in procurement
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3.3.5. Challenges in judging indications
A non-exhaustive list of potential challenges in analysing and judging different types of indications and cases is
presented in this section.

3.3.5.1. Settlements

When, after mere accusations or even an investigation, a settlement is reached between two parties on a case
that was linked to corruption, in many cases the charges are dropped and/or the allegations are officially
confirmed nor denied (see examples). These cases are not formally considered cases of corruption. However,
the underlying facts could prove that there were in fact strong indications or even evidence that corrupt
practices in such cases indeed occurred. Only when it is possible to obtain enough of this underlying
information from the parties involved and/or from the investigative bodies, could such cases be analysed as if
they were cases of corruption. At the same time, these cases cannot be treated as being “corrupt cases”, since
they are not from a legal perspective. These cases are therefore treated as cases with strong indications of being
a “corrupt case”.

3.3.5.2. Confessions

If, without a conviction or a settlement, one of the parties involved in a corrupt case admits this corrupt
behaviour, such a case can be treated as being a corrupt case as well. However, any supporting evidence of this
corrupt behaviour is to be preferred, as well as an analysis of the reasons and conditions under which this
confession was brought forward. Furthermore, for all confessions, additional inquiries into the reasons for not
investigating or prosecuting the confessing party should be made, as well as into the reasons for the aggrieved
party not to sue the party who confessed. A confession alone is thus insufficient to qualify a case as being a
‘corrupt case’. Therefore, these cases are also treated as cases with strong indications of being a “corrupt case”.
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3.3.5.3. Convicted but appeal is possible

Although convictions of corruption will bring the hardest degree of solidity, not all convictions are equally hard.
Convictions in first instance can, in appeal, be dismissed. Depending on the dismissal grounds, such cases could
be treated as corrupt cases or not: if corrupt behaviour has been proven beyond reasonable doubt but the case is
dismissed due to procedural technicalities, the case can be used as if it was a corrupt case. However, other
grounds can also lead to a dismissal, for instance due to new facts or circumstances that weaken the evidence
for the case being a corrupt case. This implies that all judgments not pronounced by the highest possible court
were treated with some caution. After careful study, some of these cases are treated as cases with strong
indications of being a “corrupt case”, while some are dismissed as being ‘cases with no (reliable) indications of
being corrupt’.

3.3.5.4. Accusations leading to an investigation, but investigation
stopped

In cases where accusations lead to investigations, the results of such investigations are of the essence. This
concerns not only the outcome, but also the files underlying this outcome.

In all eight EU Member States that were assessed in more detail, it proved impossible to obtain access to files of
formal investigative institutions. Some highly suspicious cases are neither prosecuted nor convicted for
corruption. Also when no formal conclusive outcome of the investigation is presented, it was necessary to
analyse such cases in more detail in order to determine to what extent corrupt behaviour or acts were indeed
absent. In these instances as well as in all other attempts to be granted access to files or databases of
investigative institutions, such an analysis was not possible because access to the relevant files was not granted.
Therefore, cases were dismissed as potential cases of corruption for this study where they were formally
investigated but where investigations did not lead to a prosecution for corruption and no formal information
was disclosed.

3.3.6. Collected ‘corrupt’, ‘grey’ and ‘clean’ cases

In Poland, Spain, Italy, Hungary, Romania, France, Lithuania and the Netherlands, cases of public procurement
in those sectors of the economy where EU Structural and Cohesion Funds are spent (and thus not necessarily
public procurement cases involving EU Funds) have been collected, ensuring an equal division between
‘corrupt’ and ‘grey’ cases at the one hand and ‘clean’ cases at the other:

Table 8: Cases collected in each category in the initial data collection

Category name Number of cases collected
a)+b) ‘Corrupt’ cases 24
c) ‘Grey’ cases 72
a)+b)+c) Corrupt/Grey cases 96
d) ‘Clean’ cases 96
TOTAL 192

Details on the cases included in each category are presented in chapter 7. Obstacles and difficulties encountered
in the data collection in the Members States are described in chapter 10.
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3.4. Costs of corruption and public loss

Our working definition of corruption, the abuse of power for private gain, implies that private gain generates a
public loss. This public loss is a consequence of suboptimal decisions (e.g. procurement choices) or project
implementation (e.g. overspending). Public loss can entail a variety of material and immaterial consequences of
corruption:

Table 9: Material and immaterial consequences of corruption

Material Immaterial
Lower settlement and
Competitive distortions  Lack of public resources  investment Decay of norms and values
attractiveness
Emergence of Higher price level Declining job Absence of legal awareness
monopolies and opportunities
oligopolies Loss of purchasing Soil for spread of corruption
power Stagnating housing
Innovation inhibitions construction Acceleration of the decline of
Possibly need for more moral values and ethical
Too high prices for non- | social spending Declining consumption | standards
timely products
Higher interest rates Reducing tax revenues

Tax increases
Low performance

Loss of retail turnover

Source: ARNOLD, U. and N. TRUCK (2004), Gesamtwirtschaftliche Schiaden von Korruption.2”

In this study, the focus is only on direct material costs of corruption: the immediate monetary consequences for
the national budget and, when EU Funds are involved, the EU budget, of a public procurement case being a
corrupt case. The public loss investigated is the estimated monetary amount lost to corruption in case a public
procurement case turns out to be corrupt. This estimated monetary amount includes the following
components28:

o Ineffectiveness: the project does not (or not fully) reach its objectives. This is the case if procurement of
works, goods or services generates lower than intended (or even negative) public value (“waste”);

e Inefficiency: the outputs of a project are not in line with the inputs. Efficiency is a concern when sources of
public loss include procurement at higher prices than competing bids, which offer similar and not higher
quality (“excessive price”), or when procurement takes place at similar prices but with lower quality than
competing bids (“inferior quality”).

There is a clear relation between efficiency and effectiveness, which implies that it is not always easy to
distinguish between efficiency and effectiveness. In most cases, the public loss far exceeds the private gain (e.g.
the amount of a bribe) and the extent of private gain has almost no relevance for estimating the costs of
corruption.

The focus is thus neither on indirect costs (costs as results of effects of corruption on public institutions, the
environment, psychological costs, and costs to civil society), nor on the private gain, i.e. not on the bribe that
has been paid or the kick back that has been received.

27ARNOLD, U. and N. TRUCK (2004), Gesamtwirtschaftliche Schdden von Korruption. In: e-Vergabe — Korruptionsprdvention bei der
elektronischen Vergabe (Beschaffungsamt des Bundesministeriums des Innern und Bundesverband Materialwirtschaft, Einkauf und
Logistik e.V.). Available from: http://www.bme-rmr.de/downloads/2004-03-18_BME-Korruptionsleitfaden.pdf [accessed: 12 May 2013].

28The entire concept of public loss as a consequence of corruption in described in more detail in chapters 6 and 8.
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4. Collection of administrative data
on public procurement at EU level

More effective detection and prevention of corruption in public procurement is possible if the administrative
data on tenders, bidders, projects and contractors are collected and stored in a structured manner, and
accessible for controls, investigations and analyses. These structured databases could allow ex-ante monitoring
and ex-post analysis of corruption indicators (‘red flags’). New data mining techniques could be used to detect
anomalies in the data that perhaps point at potential cases of fraud or even corruption. Moreover, based on the
comprehensive methodology to measure the costs of corruption in public procurement (see Chapters 6 to 10),
such databases could also enable a more detailed analysis of not only the probability of corruption, but could
also provide a more accurate estimate of the costs of corruption.

This chapter will present the data collection at EU level and elaborate on the type of procurement data being
collected, the tools and methods to gather and store data, and the use of this data for decision making and
internal controls for the tenders directly managed by the EU institutions. It will also shed light on the capacity
of current systems and applications, how they can be used for the detection and investigation of corruption and
how they can be improved for a better and more structured data collection and storage

4.1. Added value of public procurement systems and
databases to fight against corruption

Public procurement systems and databases for the collection of public procurement data at the EU level are
developed in order to facilitate the process of public procurement. They also answer the need for information to
be collected for transparency purposes and to ensure the equal treatment of all or potential bidders. The study
has identified neither a database nor a procurement system currently being used with the explicit objective to
facilitate public procurement and to prevent or detect corruption. However, most databases and systems
contain data and information that can be used for prevention, detection and investigation purposes.

For the potential use of these systems to prevent corruption the data they contain on companies or persons
(ultimate beneficiary owners) involved in suspicious cases or even convicted of corruption is very important.
New cases could be matched against such data and a preventive scanning could be conducted thanks to this
already collected data.

In order to use these systems and databases for the detection of corruption, the data fields with relevant
indicators could provide the first relevant elements to check whether any suspicious signs occur in a new or
running project. Indicators for corruption can be direct indicators, so called “red flags”. Such indicators could
be found in data collected by the procurement authorities at national and EU level. These red flags are indicated
and elaborated in Chapter 9 of this study.

In order to use these systems to investigate corruption, information necessary for forensic research could be
found in the data gathered by using existing tools. Such information would help to detect and/or reveal
connections between people, companies, documents and money flows, etc.

In this chapter an inventory of a selection the most important systems at the EU level are presented and
assessed based on their added value to fight corruption.

4.1.1.1.  Data quality

Making full use of these IT tools is not only a matter of the volume of available data. The quality of the data is
equally important, regardless of the purpose of a database or data processing system. Data quality has several
dimensions:
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Table 10: Data quality

Data quality
dimension29 Definition3° Application on public procurement data
The extent to which data is . .
R . W .1 ! Is, at national and at EU-level, all relevant data on public
Accessibility available, or easily and . .
. . procurement online retrievable?
quickly retrievable
Appropriate The extent to which the How much data is collected per procurement in structured
pprop volume of data is appropriate  databases? Does this cover all needs? Is the administrative burden
amount of data
for the task at hand not too heavy?

The extent to which data is
not missing and is of

Are all relevant data fields filled with enough data at the

to different tasks

1 . iate level of il? Ar Is built i
Compleenes it et ElenlaF ol s oo il
for the task at hand g ) P P )
. . Is (technical) information formulated in an understandable way?
ep eqe The extent to which data is . . .
Comprehensibility . Are objectives or subjects of procurements not formulated in too
easily comprehended
general terms?
Concise The extent to which data is Appropriate use of encoding, such as “Common Procurement
representation compactly represented Vocabulary” (CPV).
Consistent The extent to which data is Are standard data, such as dates, amounts, etc. entered in the
representation presented in the same format same format (not dd-mm-yyyy and yymmadd together) in all MS?
. . Is th 1 i li
o The extent to which data is s the up oa.ded data in public procurement dat.abases a good
Credibility . representation of reality? Are enough controls in place to check
regarded as true and credible s
credibility/truth?
Can data be used for procurement process management, audit and
Ease of The extent to which data is detection and investigation of fraud and corruption (especially
. . easy to manipulate and apply when most databases and systems are built for only one of these
manipulation

purposes, mainly not for detection and investigation of fraud and
corruption)?

Free-of-error

The extent to which data is
correct and reliable

What controls are built in to check data on errors:
spelling/language checks, logical checks (e.g. whether a date
exists, is possible given start and deadlines in a process, whether a
product code fits to a procurement description), checks on double
entries, etc.?

The extent to which data is in
appropriate languages,

Especially relevant in the multi-lingual EU context: is data
available in all relevant languages and correctly translated into

its source or content

Interpretability symbols, and units and the others? Are definitions the same in all these languages? Are units
definitions are clear (metric system, imperial system) clear for all product groups?
Who enters the data into the system? Who updates the data and
The extent to which data is runs checks on facts, accuracy and relevant details concerning all
Objectivity unbiased, unprejudiced and  data entered into the system? Is the data and the database solely
impartial managed by one organisation or is it a shared system with a
balanced influence?
The extent to which data is Are there standards for the data entering process and the content?
Relevancy applicable and helpful for the What does the data contain as information? How were the
task at hand standards set? What is the data collected for?
Which organisation or department manages the database and is in
The extent to which data is charg? of the data in.t}.le systerTl? How‘ inﬂ}lential is this 1')ub1ic
. . . body in terms of decision-making, legislation and executions
Reputation highly regarded in terms of

concerning public procurement? Do other organisations consult
this authority in regard to the management of public procurement
and relevant data collection?

29 PIPINO, LEE and WANG (2002), Data Quality Assessment, p. 212.

30 Ibid.
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The extent to which access to

Security data is restricted Who has access to the data? How is data security ensured? What
appropriately to maintain its ~ data security and privacy laws are applicable?
security
The extent to which the data . . .
. . . . Are there regular updates in place? How is the timeliness of data
Timeliness is sufficiently up-to-date for

ensured?
the task at hand

What type of data is entered into the system? How is the data
collected and structured? What reports are expected from the
database to be conducted? Are the data and the system applicable
for automated checks and reports?

The extent to which data is
Value-added beneficial and provides
advantages from its use

The better the data quality and storage structure in databases and systems, the more effectively and efficiently
they can be used to detect and investigate corruption. Procurement data that is not accurate, not timely
(entered and processed too long after the actual procurement acts), not complete or that misses relevant data
elements, has limited value for the detection and investigation of corruption. Poor data quality also effects the
calculation of the costs of corruption in a negative way (see chapters 7 to 10).

4.1.1.2.  Public procurement rules and standards for data collection

Public procurement rules of the European Institutions are set by the Financial Regulation (FR)31.. The FR lays
down the rules for the establishment and implementation of the general budget of the European Union and the
presentation and auditing of the accounts. In particular, it defines the rules for accounting, public procurement,
award of grants and other financial instruments. The liability of authorising officers, accounting officers and
internal auditors is also covered under the FR. It also sets out the rules and conditions for external control and
the discharge procedures2.

Whereas the rules are clear and uniform for the EU institutions, the research reveals that their implementation
varies based on the operational needs of individual DGs, as each DG has its own structure of public
procurement processes. The differences in approach and practice lead to divergence in the type and amount of
procurement data stored. Procurement procedures define the method of data collection and the necessary IT
tools are developed and implemented accordingly.

In the case of the European Commission (EC) the EC rules and main standards remain the same for data
collection and storagess, even if there is variation in the tools and methods used for data collection. These EC
rules apply to document management, archival description standards, archival metadata standards, General
International Standard Archival Description, International Standard Archival Authority Record for Corporate
Bodies, Persons and Families34, International Standard for Describing Functions3s, Reference Model for an
Open Archival Information Systems3¢, Modular Requirements for Records Systems.37

3IREGULATION (EU, EURATOM) No 966/2012 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 25 October 2012 on the
financial rules applicable to the general budget of the Union and repealing Council Regulation (EC, Euratom) No 1605/2002 (Official
Journal of the European Union L 298/1 of 26.10.2012.

32Europa - Official website (2013), Financial Regulation [WWW], Available from:
http://europa.eu/legislation_summaries/budget/134015_en.htm [Accessed 11/03/2013].

33Natalia Aristimufio-Pérez (2012), European Commission’s Document Management (Policy, IT, Security & Privacy) [WWW],
EC.DIGIT.B1; Available from: http://www.gsebelux.com/system/files/files/C06%20-
%20European%20Commission's%20Document%20Management%20.pdf [Accessed 11/03/2013].

34International Council of Archives (2011), ISAAR (CPF): International Standard Archival Authority Record for Corporate Bodies, Persons
and Families, 2nd Edition [WWW], Available from: http://www.ica.org/10203/standards/isaar-cpf-international-standard-archival-
authority-record-for-corporate-bodies-persons-and-families-2nd-edition.html [Accessed 11/03/2013].

35International Council of Archives (2011), ISDF: International Standard for Describing Functions [WWW], Available from:
http://www.ica.org/10208/standards/isdf-international-standard-for-describing-functions.html [Accessed 11/03/2013] .

36Consultative Committee for Space Data Systems (2012), Reference Model for an Open Archival Information System (OAIS) [WWW],
Available from http://public.ccsds.org/publications/archive/650xom2.pdf [Accessed 11/03/2013].

37MoReq2010 (2010&2011), Volume 1 Core Services and Plug-in modules [WWW], Available from:
http://moreq2010.eu/pdf/moreq2010_vol1_vi_1_en.pdf [Accessed 11/03/2013].
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4.1.1.3.  Centralised data

Centralised data is key for the prevention and detection of corruption using IT tools. In order to conduct certain
checks and generate the relevant type of reports, the data must be collected centrally and structured
accordingly. This goes hand in hand with the improvement of data quality. Therefore, many common aspects
link centralised data and data quality, such as the interoperability and ability to communicate with other
procurement systems and external databases, standardisation of data, data exchange and entry structured via
rules and legislation based on agreed harmonization.

4.2. Collection of procurement data

The data for this chapter has been collected via desk research with a focus on related EU reports and
documentation, interviews with EU officials and a surveyss targeting procurement, legal, finance and IT officers
in the EU institutions39. As the desk research and the first round of interviews highlighted a wide variety in data
collection methods and a high number of IT tools currently used within the Commission, the major part of the
research has been dedicated to the identification of these practices with a special focus on innovative IT tools.

The interview results show that the traditional method of data storage for public procurement processes at the
EU level consists of the collection and filing of hard copy documents. In certain cases electronic document
storage methods were also identified, which mainly consist of scanned documents and draft text documents
saved in a directory on a computer or a shared drive with limited access for single or multiple officials. For both
methods, procurement data is neither preserved nor accessible in a structured, let alone centralised way. This
makes data analysis and reporting quite difficult. Therefore the research focused on those IT systems and
databases which collect and contain data electronically, that are broadly accessible and can be, in theory, useful
to detect and investigate cases of (possible) corruption. These are:

e Electronic databases;

e Advanced file sharing systems;

e IT tools to generate tender documents via data entry;
e Electronic reporting tools;

e IT tools with advanced search, filter and list functions.

Our research identified two main groups of IT tools currently used for public procurement:

e Central IT tools and systems of the EU institutions (EUI);
o Local IT tools developed for the specific needs of the DG.

38The survey was sent to 69 EU officials and 11 completed questionnaires were received as input for the study.

39Interviews with 40 EU officials from 5 EU institutions including 12 Directorates General (DGs) of the European Commission, European
Parliament, European Court of Auditors and 2 EU agencies.
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An overview of the identified tools is presented in the figure below:40

Figure 3: Overview of identified tools used for public procurement4
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GEDA

The findings of the research are further detailed in the sections below. The tools are briefly described in terms
of their objectives, managing authority, functions, data origins and quality, and the interoperability of the
system. Each description concludes with some remarks on the usefulness of the system or database for the
prevention, detection and investigation of corruption.

49The tools are identified based on the input of the EU officials via project interviews and survey.
41CED and IMS are also accessible by the managing authorities of the Member States.

PwC Page 69 of 371



4.3. Identified Central IT tools and databases for public
procurement data collection

The central IT tools address the general needs of the EU institutions in different phases of the procurement
cycle. They can be categorised based on their use in the applicable procurement phase as presented in the figure
below:

Figure 4: IT-tools and databases at EU level per phase of the procurement process

« Central
database for
studies
« HERMES
Publication
of the
tender
Evaluation
Post-Award B o ¢the bids
+«ABAC «CED
Contracts «ABAC
« WebContracts Contracts
«e-PRIOR « HERMES
«IMS
« HERMES

In addition to the phases of the procurement cycle, central IT tools can also be analysed based on their
accessibility to the EU institutions and their added value for fighting corruption in public procurement, as
presented in subsequent chapters.

The sections below give an overview of the purpose, functions and use of the tools and the type of procurement
data stored. The chapter also provides an assessment of their current or potential performance concerning the
anti-corruption measures. If the information registered in the system or the reports that can be generated using
the tool can support the required anti-corruption measure, the IT tool is scored with a “+”. If the IT tool has
relevant data that can help one of the anti-corruption phases but needs to be restructured or reorganised, then
it receives the “+/-” score. If the data or reporting systems are irrelevant to the assessed anti-corruption

« »

measure, then the IT tool is scored with a “-” .
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4.3.1.1.  Central IT tools for all EU Institutions

CED - Central Exclusion Database +

CED is a central IT tool for the prevention of fraud and corruption in EU projects. It is currently used by all EU
institutions and relevant authorities of the Member States managing EU Funds. As it is a database directly
involved with the anti-corruption and anti-fraud measures of the EU, below an in-depth analysis of this tool as
regards the collection of administrative data on procurement at the EU level is presented.

Table 11: Central Exclusion Database

Objective

The Central Exclusion Database was created to protect the EU's financial interests by developing a list of
all the entities which have been excluded from EU funding. The entities registered in the database are
either insolvent or have been convicted of a serious professional misconduct or criminal offense that is
contrary to EUI financial interests.

How does it

Entries in the CED can be based on bankruptcy, unpaid tax or unpaid social charges, final court

work? judgements for fraud, corruption, money laundering and involvement in criminal organisations
detrimental to EU's financial interests, judgements for offences concerning professional conduct or
decisions of a contracting authority for serious professional misconduct, and/or conflicts of interest.
The data in CED is available to all public authorities implementing EU Funds, i.e. European institutions,
national agencies or authorities in Member States, and, subject to conditions for personal data
protection, to third countries and international organisations. Besides the Accounting Officer and his
team managing the CED, only authorised users such as grant & procurement agents within European
Union' institutions and Member States national authorities have access to CED43. Authorised users from
third country national authorities and International Organisations delegated by the Commission for the
implementation of Union funds may also have access to CED.

What is the Data is entered by the primary sources directly. The content, level of detail and relevancy is linked to the

quality of this main objective of the CED. CED is a mandatory Commission database into which all EU institutions and

data? Member States are required to enter data on economic operators who cannot meet the exclusion criteria
in a tender for an EU funded project. Personal data protection concerning the information in the
database has to be respected by all officials giving access to CED44.

Interoperability | All relevant authorities at the EU and Member State levels have access to the system and can operate to

of the system or | enter and search for data. It is used EU-wide. The database is not linked to other systems and

database interoperability is not foreseen.

Added value of the CED in the fight against corruption in public procurement

Prevention of Checking on entities registered in the database that are either insolvent or have been convicted of

corruption + a serious professional misconduct or criminal offense disadvantageous to EUI financial interests

can help to prevent corruption

Detection of The list covers companies, organisations and natural persons. Personal data collected includes

corruption name and legal name of the bidding entity, business address and the entity’s business
+/- | registration numbers4.

CED could be used to check whether recently registered entities are involved in other running
projects as well — this check is not performed automatically or procedurally yet

Investigation of

The database can contribute to investigations through additional checks, but most of the data is

corruption filed by investigative agencies themselves.

Analysis of This database does not provide any useful information on detected corrupt cases or on the costs
(costs) = of corruption

of corruption

42European, Council (2002), Article 95 of the Financial Regulation, COUNCIL REGULATION (EC, Euratom) No 1605/2002 of 25 June
2002 on the Financial Regulation applicable to the general budget of the European Communities (OJ L 248, 16.9.2002, p. 1) [WWW],
Available from: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:2002R1605:20071227:EN:PDF [Accessed

11/03/2013].
431bid.
44Tbid.

45European Commission (2011), Privacy Statement for the Central Exclusion Database, European Commission DG Budget [WWW],
Available from: http://ec.europa.eu/budget/library/sound_fin_mgt/privacy_statement_ced_en.pdf [Accessed 11/03/2013].
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SIMAP

SIMAP is the central procurement portal for EU tenders. It has different components for the announcement of
the tenders and the storage of the procurement data online. The figure below gives an overview of the different
modules and functions of SIMAP.

Figure 5: SIMAP portal4¢
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A service for direct submission TED website provides access to the Supplement

of public procurement notices to the Official Journal of the European Union (0 $)

eNotices

It provides EU authorities with access to all document templates and standard forms used in European public
procurement. eNotices also helps to check for possible errors in notices and for compliance with the EU
directives regulating public procurement procedures. Electronic forms accessible through eNotices are
compliant with the standard forms published in the Commission Regulations47. The European Commission
maintains this online tool to enhance public access to information about its initiatives and European Union
policies in general.48

TED (Tenders Electronic Daily)

All tenders launched by the EU institutions have to be published via the Tenders Electronic Daily database
(TED). The TED database contains information on the procurement process such as the procurement types,
technical details, dates and deadlines, contract values, exclusion criteria, etc.

TED is the web version of the Supplement to the Official Journal of the European Union (OJ). This web tool is
the official source for timely information on public procurement opportunities in the European Union, the
European Economic Area and beyond. Central governments, local or regional authorities, bodies governed by
public law, or associations consisting of authorities or bodies governed by public law can all be seen as
contracting authorities.

The OJ contains publications concerning notices for public works, services and supply contracts above certain
thresholds. These publications have to be in compliance with EU directives and international agreements.49
eSenders

Another tool is eSenders. The submission of notices directly as XML files5° by qualified organisations is possible
via this tool.

46SIMAP (2013), Information system for European public procurement [WWW], Available from: http://simap.europa.eu/index_en.htm
[Accessed 11/03/2013].

47Commission Regulation 1564/2005 and 842/2011 (OJ L 222, 27.08.2011). According to directives 2004/17/EEC,
2004/18/EEC and 2009/81/EC, member states are required to use standard forms when publishing public procurement
notices.

48Anghelakis, M. Et al. (2006), Electronic Transmission of Procurement Notices for Publication Volume I (Main Report) [WWW],
European Commission, Available from: http://ec.europa.eu/internal_market/publicprocurement/docs/eprocurement/feasibility/enot-
vol-1_en.pdf [Accessed 11/03/2013].

49Publications Office (2010), Tenders Electronic Daily (TED), European Public Procurement [WWW], Available from:
http://bookshop.europa.eu/en/ted-european-public-procurement-pbOA3210447/ [Accessed 11/03/2013].

soExtensible Markup Language (XML) is a markup language that defines a set of rules for encoding documents in a format that is both
human-readable and machine-readable.
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Table 12: SIMAP

Objective SIMAP is a data portal that enables access to information about public procurement in Europe.
How does it SIMAP consists of three parts: TED, eNotices and eSender. Tender notices are published on the TED
work? website, the single official source of public contracts in Europe. Most public procurement notices are

sent for publication through an electronic channel. eNotices is a web-based tool that simplifies and
expidites preparation and publication of tender notices. The eSenders service allows qualified
organisations to submit notices directly as XML files. 5

What is the All EU tenders and contracts must be published via this system. There are mandatory fields for

quality of this publishing the data in the database and in the electronic forms, which must be filled in order for the

data? announcement can be accepted by the system. However the research shows that the data is incomplete
(e.g. not all tenders that should be recorded are entered, not factual and at times unreliable, limited data
fields, etc).

Interoperability | The system is not linked to external databases or systems.
of the system or

database

Added value o i i ion i ic procurement

Prevention of + Data stored in the system could be used for preventive scans via relevant S.MA.R.T.52 tools but

corruption " | relevant structural adaptations msut be done within the database.

Detection of SIMAP lists all reference documents containing the relevant background information for

corruption + publications on Tenders Electronic Daily (TED) for the benefit of contracting authorities needing
to publish a tenderss. The data stored can be used for corruption detection.

Investigation of + Information on the tenders and contracts could be used for corruption investigations.

corruption

Analysis of The procurement data also contains financial information. Therefore, the system and its different

(costs) + components, such as TED, can be used to calculate of costs of corruption as shown in chapters 7-

of corruption 10.

4.3.1.1.1. Analysis on the Central IT tools for all EU Institutions

Based on the data collected on central IT tools accessible to all EU Institutions, an analysis can be conducted of
their potential useto detect and prevent corruption in public procurement. The tools provide a number of
advantages in terms of data collection related to EU public procurement. However, the systems are not
structured to respond to the specific needs of anti-corruption measures. The data is stored centrally and is
transparent as all EU institutions have access to the tools. Central systems require standardisation of data
storage. This enables the possibility of computerised corruption detection and prevention. The procedures for
collection and management of procurement data is also standardised with the development and use of these
tools. The multi-functionality of the systems is underdeveloped. The structure, type and content of data is
identified for the main purpose of the tools. This makes it very difficult to use the collected data for additional
purposes such as the detection and prevention of corruption.

The table below provides an overview of the current or potential performance of these tools to fight corruption
in public procurement. As presented below, the systems have different scores in different phases of anti-
corruption measures. Even if the IT tools don’t score positive for all stages, there is potential for better use of
these systems to prevent, detect, investigate and analyse corruption.

51European Commission (2010), Commission staff working document evaluation of the 2004 action plan for electronic public procurement
[WWW], Available from: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:52010SC1214:EN:NOT [Accessed
11/03/2013].

52In computer language, S.M.A.R.T. means Self-Monitoring, Analysis, and Reporting Technology.

53SIMAP (2013), Information system for European public procurement [WWW], Available from: http://simap.europa.eu/index_en.htm
[Accessed 11/03/2013].
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Table 13: Overview on the analysis of the central IT tools for all EU

Institutions concerning the fight against corruption

ANTI-CORRUPTION MEASURE CED SIMAP
Prevention of corruption + +
Detection of corruption +/- +/-
Investigation of corruption - +
Analysis of (costs) of _ "
corruption

Taking a closer look at each IT tool presented above the following advantages and disadvantages are identified:

The data stored in the Central Exclusion Database (CED) is quite specific as it contains information about
entities excluded from EU procurement. Data is centrally stored in the CED and made accessible to all EU
institutions and Member States to enter and consult data. Other public authorities implementing EU Funds
such as national agencies and authorities in the Member States are able to store and consult the data. The
search process in the CED is straightforward, based on keywords related to economic crime and corruption.
Furthermore, the CED is safe and secure as only authorised people have access.

SIMAP is the data portal of eNotices, eSenders and TED. The data stored in the eNotices tool is quite specific as
it is used to prepare public procurement notices. It is a centralised tool accessible for all EU authorities. The
data stored in eNotices is compliant with general standards for notice procedures as published in the
Commission Regulations. The TED is also a rather specific tool as it contains all published tenders. There are
standards for data collection and management as it is required to collect the tender information via an eNotice.
Furthermore, the TED database has an advantage in that it delivers information on a timely basis in relation to
public procurement opportunities in the European Economic Area and expedites the preparation and
publication of tender notices.

4.3.1.2. Central IT tools for the European Commission

ABAC Contracts Module

ABAC (Accrual Based Accounting) is part of the Commission’s global effort to modernise the management of
the EU finances. The ABAC Contracts module is a tool for contract management and payment execution. It is a
database with information on contracts signed between the Commission and the contractors or the
beneficiaries. The system allows different reporting options by contractor’s name, DG, contract date or value. It
has functions such as registration of contracts, reporting, data search and, extraction of lists.

The survey conducted as part of this study pointed out a number of shortcomings of the system. The input
provided by the Commission officials from the finance and IT units show that the main issues concern the
limited access to the database and the lack of or insufficient interfaces with other ABAC modules. The users also
complain about the fact that ABAC assets, contract and workflow on Business Objects are not linked. As a
result, certain desirable reports cannot be produced. The Commission officials also find it difficult to extract
information from ABAC. Another module which requires improvement is the follow-up function; survey results
indicate that it is not user friendly and is too complicated to use.

EWS - Early Warning System

EWS is a function of ABAC. It identifies bodies and individuals representing financial and other risks to the EU,
so that the Commission can take precautionary measures.54

54European Commission (2012), Financial Programming and Budget, Protecting EU interests [WWW], Available from:
http://ec.europa.eu/budget/explained/management/protecting/protect_en.cfm [Accessed 11/03/2013].
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If a DG or unit is suspicious of a contractor, discovers some issues that would require an investigation or delay
of the payment, the DG flags the company in the system to warn other DGs and units in case the same company
wins a tender with them. Before signing the contract or issuing the payment through ABAC, the EWS flag
indicates that there is has been a problem with this contractor. There are 5 levels of flagging in the system. If a
company is flagged at the 5th level, it means that there is a court decision on fraud against this company. In this
situation the company cannot participate in any Commission tender and will thus be excluded. At all lower
levels it is up to the DG and the authorising officer to let the company bid or sign a contract with the

Commission.

Most of the EWS flags (W1 to W4) aim to encourage operational and financial managers to reinforce monitoring
of the contract or grant in question or the procurement or grant award procedure. These flags inform other EU
officials on the identified risks such as recuperation of certain amounts significantly overdue by a recipient,
judicial proceedings pending for serious administrative errors/fraud, or findings of serious administrative
errors/fraud. The flags also cover situations like setting off mutual debts, suspension of temporarily payments
for the purpose of advance verifications, or executing them to a third party following attachment orders binding
for the Commission. W5 flags refer to the exclusion from EU funding. These are identified by legal criteria listed
in the FR. A W5 flag cannot be the reason of the exclusion, however, the legal situation of the beneficiary is. A
prior conviction for fraud, serious breach of a contract already established after a contradictory procedure, or
proven terrorist activityss are all legitimate reasons for exclusion from the bid.

Our survey of officials from the Commission’s finance and IT units shows that EWS provides the advantage of
better control but also presents a disadvantage because of the complexity of the system and given the limited
access to the database.

Table 14: ABAC Contracts

Objective

ABAC Contracts is a tool for contract management and payment execution.

How does it

It is a database with information on the contracts signed between the Commission and the contractors

work? or the beneficiaries.

What is the As the payments to the contractors can only be done via the accounting system ABAC, the data in ABAC
quality of this Contracts contains detailed information on the contract and the contractor and is regularly updated. The
data? data is centrally stored and also structured for certain types of reporting.

Interoperability | There is limited access to the database and a lack of or insufficient interfaces with other ABAC modules.
of the system or | Users complain about the fact that ABAC assets, contract and workflow on Business Objects are not
database linked and, as a results, certain desirable reports cannot be produced. The Commission officials also find

Added value o

Prevention of

it difficult to extract information from ABAC.

AC Contracts in the fight against corruption in public procurement
Early Warning System (EWS) is a function of ABAC. It identifies bodies and individuals

corruption + | representing financial and other risks to the EU, so the Commission can take precautionary
measures.5°

Detection of + The database contains information on contract management and budget execution. For suspicious

corruption cases, payment information can be extracted from the system and analysed.

Tnvestigation of + The data on contractors, contracts and payments stored in the system contains valuable

corruption information for corruption investigations.

Analysis of All information on payments is registered in ABAC. When corrupt cases are identified, the cost can

(costs) + | be calculated by extracting the budget execution information from the system.

of corruption

55Council Common Position of 27 December 2011 on the application of specific measures to combat terrorism (Official Journal of the EU —
L 344/3 of 28/12/2001)

56European Commission (2012), Financial Programming and Budget, Protecting EU interests [WWW], Available from:
http://ec.europa.eu/budget/explained/management/protecting/protect_en.cfm [Accessed 11/03/2013].
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CDS - Central Database for Studies

Double financing of studies (especially with respect to grants) and similar studies being commissioned by
different DGs at the same or different times has been an important issue for the Commission. Even though the
DGs publish a list of the studies they finance at the end of the calendar year, it was not preventive against the
double financing or commissioning. Therefore the European Commission initiated a database for studies, which
must be fed by every DG and EU agency that finances a study via EU grants or procurement. The studies
procured by Member States with EU funding are not covered in this database; it is only for the studies financed
by the European Commission.

An in-depth analysis of this tool is is provided below, summarizing the collection of administrative data on
procurement at the EU level.

Table 15: Central Database for Studies

Objective CDS is a central database containing information on studies financed by the European Commission
aimed at avoiding double financing.

How does it All DGs have access to the database to conduct checks on the type of study that they would like to

work? conduct or finance to see if a similar study has already been done for another DG.

What is the The database must be fed by every DG and EU agency that finances a study via EU grants or

quality of this procurement. This stimulates regular updates and new entry of data. The studies procured by Member

data? States with EU funding are not in this database.

Interoperability | The database is not linked to external systems.
of the system or

database

Added value ¢ ] ] ion i ic procurement

Prevention of + As a preventive measure the database helps to prevent double financing of studies, which might
corruption be linked to corruption.

Detection of The system cannot be used for detection of corruption.

corruption -

Investigation of The database cannot support corruption investigations.

corruption -

Analysis of The tool does not contain information contributing to the calculation of the costs of corruption.
(costs) -

of corruption

HERMES

HERMES was developed to complement the Commission's various digital applications for document and file
management in a common structure. It has modules for registration, filing and file management, preservation,
security, search, workflow and e-signatory. Official Commission documents and files are stored in this single
electronic repository. 57 Gaps and duplications are avoided and DGs and other services are assisted by sharing
information and access Commission documents and files on a right-to-know basis.58

HERMES has as objective to bear the European Commission’s electronic document management policy for all
internal services and executive agencies. It is estimated that the system is used by more than 40 000 people.
Use of the system is mandatory and increasing significantly; at the end of 2010 it was estimated that more than
3 million attachments have been sorted in HERMES.59

57The generic requirements for an electronic records management system are defined by MoReq (Model Requirements for the Management
of Electronic Records). It was first published in 2001. European Commission (2008) Model Requirements for the Management of
Electronic Records Available from: http://ec.europa.eu/archival-policy/moreq/doc/moreq2_spec.pdf.

58Furopean Commission (2009), IT Tools [WWW], Available from: http://ec.europa.eu/transparency/edoc_management/it_tools_en.htm
[Accessed 11/03/2013].

59ISA (Interoperability Solutions for European Public Administrations) (2007), Document repository services for EU policy support, ISA
Programme, European Commission DG DIGIT [WWW], Available from:
http://ec.europa.eu/isa/actions/documents/isa_2.9_document_depository_workprogramme.pdf [Accessed 11/03/2013].
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ARES

ARES is one of the central web applications that handle Commission documents under the eDomec rules
applicable for registration, filing, preservation, appraisal and transfer of files to the Commission's historical
archives, legal value of electronic and digitised documents.%° It is a document management tool and a
repository for all Commission documents required for use by all DGs. It registers documents created, received
and held by the Commission. The filing system for these documents is based on the Commission's activities.
ARES also assists Commission officials with the management of assignments, workflow, storage, scanning, full-
text search, e-signatory and access rights. ARES also has functions for the preservation of documents and files
(common retention list), appraisal of documents and files and transfer of selected files to the Commission's
historical archives, where they will be open to the public.

Some DGs use the functionalities of ARES to the maximum and manage the workflow of the procurement
procedure and the approval of the tender documents before the launch of the tender. Some DGs enter the
minimum required data into the system but do not use is as a daily tool in the procurement process. ARES is
not a database, thus reports cannot be extracted. The search function can only be used if the EU official is
looking for a specific document in the system.

NOMCOM

NOMCOM is a central web application to manage Commission documents like those stored on ARES. The filing
plan and the file list for the whole Commission are managed by this application. A unique identifier is given to
all official files. The European personal data protection supervisor has approved both ARES and NOMCOM .62

Table 16: HERMES

Objective Document and file management in a common structure.

How does it The system has modules for registration, filing and file management, preservation, security, search,

work? workflow and e-signatory. Official Commission documents and files are stored in a single electronic
repository.

What is the The data is entered directly by the EU officials. The system is used by all internal services and executive

quality of this agencies. It is a central tool for document management. As a document repository, it is not designed as a

data? database so the structure and format of stored data are not designed for advanced reporting.

Interoperability | The system is not linked to an external system or database.
of the system or

database

Added value o ES in the fight against corruption in public procurement

Prevention of It is a document repository and is not designed for corruption preventive measures.
corruption -

Detection of The system is not structured as a database available for advanced scans via filtering and data
corruption - matching for detection of corruption.

Investigation of + During the corruption investigation phase, the documents stored in the system can provide
corruption information and evidence on the case.

Analysis of The documents stored in the system also contain financial information, which might be useful for
(costs) + calculating the costs of corruption.

of corruption

60European Commission (2009), IT Tools [WWW], Available from: http://ec.europa.eu/transparency/edoc_management/it_tools_en.htm
[Accessed 11/03/2013].

611bid.

62European Commission (2009), IT Tools [WWW], Available from: http://ec.europa.eu/transparency/edoc_management/it_tools_en.htm
[Accessed 11/03/2013].
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IMS - Irregularities Management System

IMS is a central system accessible to the European Commission and the Member States to report irregularities
in the EU programmes to the European Commission. The system is developed and maintained by OLAF.

The table below presents an in-depth analysis of this tool with respect to to collection of administrative data on
procurement at the EU level.

Table 17: Irregularities Management System

Objective IMS is a central system to report irregularities in the EU programmes to the European Commission.
How does it IMS is a database with reporting capabilities. It is used for EU-funded grants and tenders managed by
work? the Member States.

What is the Data is collected centrally and entered by the managing authorities and the EC directly. The system is

quality of this maintained by OLAF, which performs the necessary checks to ensure data quality.
data?

Interoperability | The system is not linked to external databases.
of the system or

database

Added value ¢ i i ion i ic procurement

Prevention of IMS is the central reporting tool for irregularities. As such, it is an important corruption

corruption + prevention tool that can identify problem areas so that action can be taken to detect and
investigate.

Detection of + The reported irregularities provide information necessary to trigger the detection process.

corruption

Investigation of + The data provided by the system provides reliable information that can be used in the corruption

corruption investigations.

Analysis of Financial information reported in the system can help to calculate the costs of corruption.

(costs) +

of corruption

e-PRIOR

e-PRIOR is the European Commission’s e-Procurement solution. The Commission has developed the tool and
funding is obtained by the former Interoperable Delivery of European e-Government Services to Public
Administrations, Businesses and Citizens (IDABC) and the current Interoperability Solutions for European
Public Administrations (ISA) programme. ¢3

e-PRIOR is a platform. It allows the European Commission, the European Union Agencies and

their suppliers to exchange post-award documents by using web services or over the PEPPOLS4 network. Large
suppliers can use XML-based communication over the internet, while Small and Medium sized Enterprises
(SMEs) can use the Supplier Portal.®s

e-PRIOR respects the CEN/BII e-Procurement standards (e-Catalogues, e-Ordering and e-Invoicing) and is also
available as open-source “Open e-PRIOR”. It is composed of various modules and has been developed to speed
up the implementation of e-Procurement by the Member States. Public procurement procedures are managed
by e-PRIOR. e-PRIOR originally covered the post-award phase but is being extended (development is on-going)
to cover also the pre-award and award phases (initially e-Submisssion and then e-Award). It is a tool that can be
rolled out to the various DGs. in case of adoption by multiple DGs, the same database instance is shared with
adequate security measures in place to guarantee that each DG can manage only its own data. e-PRIOR post-
award modules are integrated with the financial back offices of the connected DGs. e-Prior pre-award will be
linked to the TED e-Tendering system of the Publication Office, with possible integration with ARES.

63European Commission (2008), e-PRIOR: eProcurement project at the European Commission [WWW], Available from:
http://www.epractice.eu/cases/ePRIOR [Accessed 11/03/2013].

64Pan-European Public Procurement OnLine.

65European Commission (2013), Welcome to the Information Pages of the e-PRIOR Supplier Portal [WWW], Available from:
http://ec.europa.eu/dgs/informatics/supplier_portal/index_en.htm [Accessed 11/03/2013].
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The module to store data related to public procurement is called e-Submission. It stores information and data
on calls for tenders (received and managed by TED, eTendering). This includes the timeframe of the calls for
tenders, exclusion, selection, evaluation criteria and lot repartition.

The tenders and qualification data submitted by the economic operators with their annexes are also stored in
the system. Additionally, the names and the authorities of the users (typically the actors on the back office side)
are available in the system. The e-PRIOR Supplier Portal currently provides access to the following modules: e-
Request and e-Invoicing. Further modules such as eOrdering, eFulfilment, ePayment are currently in the
development phase.

e-REQUEST

e-Request is a central EC Tool rolled out in all DGs and available through the customer portal for DGs and the
Supplier Portal for contractors. Through e-Request, both parties can exchange electronic documents and
workflow actions until the signature phase of the specific requests, offers, acceptances or refusals of contracts. It
has been developed for the exchange of electronic documents and workflow actions up to, but not including, the
signatures of the specific requests, offers, acceptances or refusals of contracts.

eRequest stores on the one hand electronic data documents (requests, offers) and on the other hand workflow
validations (acceptance, refusal, suspension, etc.). Any supporting document can be uploaded in e-Request (e.g.
CVs of service providers). Some of the documents are compulsory at given stages of the procedure (e.g.
Technical Appendix) and some are not. eRequest is currently used only for framework contracts.

e-INVOICING

e-Invoicing is a central EC Tool rolled out in all DGs that allows contractors to send electronic invoices to the
Commission. Suppliers can only connect via the Supplier Portal to enter data using online forms accessible via
their web browser.56 It is a tool for contractors either through machine-to-machine connections or through the
Supplier Portal. eInvoicing stores electronic invoices and allows supporting documents (e.g. Time-Sheets) to be
uploaded into the system.The table below presents an in-depth analysis of this tool with respect to collection of
administrative data on procurement at the EU level.

Table 18: e-PR
Objective

OR

e-PRIOR is a platform allowing the European Commission, EU Institutions and Agencies and
their suppliers to exchange post-award documents by using web services or via the PEPPOL network. It
is currently extending to the pre-award phases of the procurement.

How does it

Public procurement procedures are managed by e-PRIOR, which is composed of various modules and

work? can store data.

What is the ePRIOR covers pre- and post-award phases. Therefore, there are data entry, updates and checks at
quality of this several stages of the procurement cycle concerning the data in the system.

data?

Interoperability | ePRIOR’s post-award modules are integrated with the financial back offices of the connected DGs. The
of the system or | ePrior pre-award module will be linked to the Publication Office’s TED eTendering system, with possible
database integration with ARES. By using this tool, the implementation and re-use of interoperable systems will

be encouraged.

ainst corruption in procurement

Prevention of + The system provides transparency and improved access to data for both EU officials and
corruption contractors, which promotes prevention of corruption.
Detection of The information stored in the system can be used for the detection of corruption; however the
corruption +/- | data has to be structured in such a way that the relevant searches, scans, matching and filtering

actions can be executed.
Investigation of + The data registered in ePRIOR can be used in corruption investigations.
corruption
Analysis of Financial information stored in the system can help to calculate the costs of corruption.
(costs) &+
of corruption

66European Commission (2013), Welcome to the Information Pages of the e-PRIOR Supplier Portal [WWW], Available from:
http://ec.europa.eu/dgs/informatics/supplier_portal/index_en.htm [Accessed 11/03/2013].

PwC

Page 79 of 371


http://ec.europa.eu/dgs/informatics/supplier_portal/index_en.htm

4.3.1.3.

Central IT tools for the European Parliament

WebContracts

WebContracts is the central database for contracts and contractors of the European Parliament. Central
supervision exists at the level of DG FINS (Central Financial Unit) and access for the purpose of registration
and processing is given to authorized staff in each DG There are different levels of access for different officials
commensurate with their tasks. Its main function is to record existing contracts, and to create new ones. It also
has reporting and search functions and is a tool for DG FINS in the preparation of the analysis of the Annual
Activity Report and the reporting on contracts awarded. In addition to data on the contracts, contractors and
payments, limited information on the procurement process can also be found in the database. Different alerts
concerning procurement or payment deadlines can be introduced to the system for contract or budget
management purposes. The database was put in place gradually from 2011, and as from 2012 and 2013
obligations to register and create contracts have been extended. From January 1, 2014 it will be mandatory for
all DGs of the European Parliament to use this tool for the creation of all contracts. WebContracts is also
intended to serve as a tool for contract related issues, such as the ex-ante publication of low value contracts
under article 124 Rules of Application.

Processing of commitments and payment orders is done through a separate tool (FINORD) whilst the invoices
circuit is managed through the FINICS system at the level of the Accounting Officer.

In 2011 Parliament took the decision to replace the current general tools by an SAP based new system (as from
March 2013, named "Financial Management System - FMS"), which is now being developed. In a first stage of
the new system being operational (2014-2015) WebContracts will be made compatible but will continue to exist
as a separate interface for contract management.

The table below presents an in-depth analysis of this tool with respect to collection of administrative data on
procurement at the EU level.

Table 19: WebContracts

Objective

WebContracts is the central database for contracts and contractors of the European Parliament.

How does it

Its main function is to record existing contracts, and to create new contracts. It has also reporting and

work? search functions and is a tool for DG FINS in the preparation of the analysis of the AAR and the
reporting on contracts awarded.

What is the Central supervision exists at the level of DG FINS (Central Financial Unit) and access for the purpose of

quality of this registration and processing is given to authorized staff in each DG There are different levels of access for

data? different officials commensurate with their tasks.

Interoperability | Processing of commitments and payment orders is still done through a different tool (FINORD) whilst

of the system or | the invoices circuit is managed through the FINICS system at the level of the Accounting Officer.

database

In 2011 Parliament took the decision to replace the current general tools by a new SAP based system (as
from March 2013, named "Financial management System - FMS"). It is now being developed. In a first
stage of the new system being operational (2014-15) WebContracts will be made compatible but will
continue to exist as a separate interface for contract management.

Added value o Contracts in the fight against corruption in public procurement
Prevention of + The system provides transparency, central storage and accessibility to the contracts, which
corruption supports corruption prevention.
Detection of + The database has a number of reporting functions, which can be used for corruption detection.
corruption
Investigation of + The data stored in the tool can support corruption investigations.
corruption
Analysis of The financial data registered in the system can help to calculate the costs of corruption.
(costs) &+
of corruption
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GEDA - Gestion des Documents Electroniques Administratifs

GEDA is the document management system of the European Parliament. The table below presents an in-depth
analysis of this tool is presented in regard to collection of administrative data on procurement at the EU level.

Table 20: Gestion des Documents Electroniques Administratifs

Objective GEDA is a central document management system.

How does it work? Electronic documents in different formats (including the tender documents) can be uploaded and
attributed to a selected number of people.

What is the quality of | The data is entered by parliamentary officials. The EU official to whom the document is
this data? attributed, receives an e-mail with a message and a link to the document. The checks, updates
and workflow on approvals can be tracked and applied with this feature.

Interoperability of the | It is not linked to external databases.
system or database

Added value of GEDA i i ic procurement

Prevention of + The system is not designed for corruption prevention but the workflow management for
corruption approvals facilitates checks and controls on tender documents.

Detection of The tool is not structured for corruption detection measures.

corruption -

Investigation of + For corruption investigations the relevant documents can be retrieved from the system to
corruption " | be analysed manually.

Analysis of (costs) + The documents saved in the system also contain financial information, which can be used
of corruption for calculating the costs of corruption.

Analysis on the Central IT tools for the Commission and the Parliament

The data collected on the current central IT tools at the European Commission and the Parliament provide an
overview on the strengths and shortcomings of the systems concerning the potential use of these tools to detect
and prevent corruption in public procurement. As shown in the tables above, the tools have a number of
functionalities in terms of data collection on EU public procurement. They also provide an overview on the
procurement process and increase the transparency. However, the systems are neither developed, nor
structured to serve the needs of anti-corruption measures. Central collection of data with all DGs having access
to the tools is already an important advantage in order to create a basis for the use of innovative technologies
for prevention and detection of corruption. Central systems require standardisation of data storage, which
enables the possibility of computerised corruption detection and prevention, such as data mining. However, the
current structure, type and content of data is established for the main purpose of the individual tool, which
limits the multi-functionality of these systems.

The table below provides an overview on the current or potential performance of these tools to fight corruption
in public procurement. The systems have different scores in different phases of anti-corruption measures. Even
if the IT tools do not receive a positive score for all stages, a clear potential can be observed to make better use
of these systems to prevent, detect, investigate and analyse corruption.

Table 21: Overview on the analysis of the central IT tools concerning the fight against

corruption

ABAC HERME Web
ANTI-CORRUPTION MEASURE Contracts CDS S IMS e-PRIOR Contracts GEDA
Prevention of corruption
- - - - + + -
Detection of corruption
f corrup + - - + +/- + -
I tigati tH
nvestigation of corruption + _ + + + + + /_
Analysis of (costs)
of corruption + - + + + + +
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A closer look at each IT tool elaborated above provides an overview on the following advantages and
disadvantages:

One of the central tools of the European Commission is the ABAC Contracts. An advantage of this tool is that it
allows different reporting options by contractor name, DG, contract date or value. The tool has some
disadvantages, such as limited access to the database and insufficient interfaces with other ABAC modules. For
instance, different contract management or budget execution tools are not linked to ABAC. It is also difficult to
extract the information and to analyse the data.

The Early Warning System (EWS), a module of ABAC, can be used for anti-corruption information as it
identifies bodies and individuals that present financial and other risks to the EU. The data stored in this system
can also be used for corruption prevention measures at a more advanced level, such as data mining and looking
for links and patterns related to the information stored about the companies.

This tool responds to the EU needs as it covers grants and contracts managed directly by both the Commission
and non-EU countries. Data in this tool is transparent; it informs other EU officials on identified risks by way of
a flagging system.

The Central Database for Studies is a tool in which data is stored centrally. The disadvantage of this tool is that
the data is not fully complete as studies procured by Member States with EU funding are not included in the
database. The objective of this data storage is quite specific, intending only to avoid double financing of
European Commission supported studies.

e-PRIOR has a lot of potential to manage, monitor and provide data storage and reporting for the full
procurement cycle. Therefore it is very important to take the anti-corruption elements into account in
developing new modules in subsequent phases.

WebContracts is an important initiative by the European Parliament, which aims to have a more advanced
central system with data collection and reporting functionalities concerning the post-award procurement
phases. Even though the system is not designed with anti-corruption measures in mind, it has potential to
provide input and support for prevention, detection, investigation and analysis of corruption in public
procurement.
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4.4. Identified Local IT tools and databases for Data
Collection on Public Procurement

This part of the chapter provides an overview of IT tools used in different DGs of the European Commission and
the EU agencies. These tools are locally developed and implemented based on the procurement processes and
the needs of the DG or agency concerned.

4.4.1.1.  Local tools to manage and execute procurement processes

Figure 6: Local tools per phase of the procurement process®”
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TCM - Tender Contract Manager (FRA)

TCM is an application developed internally by the Fundamental Rights Agency (FRA) for procurement teams to
allow creation and management of tender dossiers and contracts, link tendering and contracting activities with
AWP and AAA, offer monitoring and reporting capabilities for tenders and contracts. TCM offers centralised
entry of information using predefined forms. TCM also has workflow functions for approval and authorisation.
It contains automatic creation of opening and evaluation phase artefacts including opening and evaluation
appointing notes, evaluation results calculation, declarations, reports and routing slips. TCM can create
contracting phase artefacts as well. This includes contract type (single or framework contract, negotiated, open,
services or supplies), specific contracts, order forms and contract amendments and purchase orders (for low
value contracts). Management of reference data can be stored in the system, including information about
authorising officers, contractor data, contact points and bank accounts.

Monitoring of tenders and contracts is another function of the tool. The list of tenders filtered by phase,
department, work packages, name of person in charge, contractors, execution reports on duration, and
consumption can all be found in the system. The automatic notifications when reaching a threshold can also be
set up. It also includes a list of all tenders and successful contractors. The table below presents an in-depth
analysis of this tool is presented in regard to collection of administrative data on procurement at the EU level.

67Internal figure created by PwC Belgium.
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Table 22: Tender Contract Manager

Objective

TCM is a tool for management of tendering and contracting phases. It covers preparation,
publication, opening, evaluation, award, implementation, contracting, closure and archival of
the procurement documents.

How does it

TCM assists EU officials with the creation of tender dossiers including the invitation to

work? tender, tender specifications, and the standard submission form.

What is the As indicated in the interview with the Agency’s IT unit, TCM is a full-fledged procurement

quality of this system that answers to a vast set of needs of the FRA procurement officers. It is an integrated

data? tool being used in across the different procurement phases, therefore the data is regularly

entered, updated and checked.

Interoperability | TCM is integrated with the Document Management System of the Agency, which allows

Zf th% systemor | storage of all contracting documents. DMS also links tenders, contracts (FWC, Direct,
atabase

specific, order forms) and financial commitments (ABAC integration). Through the ABAC
Workflow integration, TCM allows the follow up of contracts’ consumption.

Added value o in the fight against corruption in public procurement

Prevention of As it is a full-fledged procurement system that stores data on pre- and post-contracting phases of

corruption + the tenders, the information provided by the tool could be used for corruption preventive
measures.

Detection of + The data stored in the system can help to detect corruption.

corruption

Investigation of + The information provided by the system can support corruption investigations.

corruption

Analysis of The procurement data collected in the system contains also financial information, evaluation

(costs) + results and budget execution. This information can help to calculate the costs of corruption.

of corruption

PROSPECT (DG DEVCO)

Prospect is an online application submission system for the Directorate General for Development and
Cooperation for call for Proposals (CfP). The table below presents an in-depth analysis of this tool with respect
to the collection of administrative data on procurement at the EU level.

Table 23: PROSPECT

Objective

Prospect aims to integrate and fully automate the business process, including sub-processes such
as call preparation, call publication, management, submission and assessment.

How does it work?

With regard to evaluation, automatic administrative checks will be performed and the online
assessment of proposals by all assessors involved in the evaluation will be made possible

What is the quality of | The system is still in the development phase and is intended for use for grants and tenders.
this data?
Interoperability of the | It will be linked to ABAC so that the data needed for contract management and payments can be

system or database

easily imported.

Added value of PROSPECT in the fight against corruption in public procurement

Prevention of + Automatic administrative checks and online assessment of proposals by all assessors
corruption involved in the evaluation will help in preventing corruption.
Detection of + Analyses of the data stored in the system may be performed to contribute to the detection
corruption of corruption.
Investigation of + Data stored in the database will provide information for the investigation of corruption.
corruption
Analysis of (costs) + The system will also contain financial data on tenders and contracts, which will help to
of corruption calculate the costs of corruption.
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CfTW — Calls for Tender Website (JRC)

CfTW is a system of the Joint Research Centre (JRC) for publication of the call for tenders' specifications. Due
to rationalisation and the e-procurement initiative of DIGIT, it has been suggested that the tool be replaced by
an e-Tendering tool called “e-Access”. However, the Joint Research Center (JRC) appreciates the user
friendliness of the current site which does not want to lose this feature.

The table below presents an in-depth analysis of this tool in regard to the collection of administrative data on
procurement at the EU level.

Table 24: Calls for Tender Website

Objective CfTW is a tool for publishing the specifications for the call for tenders.

How does it work? JRC published the tenders via this tool and the site.

What is the quality of | The data is entered directly by EU officials but it is only a tool for procurement announcements.
this data? As such, neither updates nor checks are done after the information is published.

Interoperability of the | CfTW is not linked to other systems.
system or database

e fight against corruption in public procurement
Prevention of The tool provides transparency and helps to ensure equality for potential bidders as the
. =r . .
corruption tender is published through the system.
Detection of The tool does not contain any data or functionality for the detection of corruption.
corruption -
Investigation of + During an investigation phase the tool can provide details from the time of tender
corruption ~ | publication.
Analysis of (costs) The only financial data that the system can provide is the budget foreseen by the JRC
. +/- . .
of corruption when the tender is published.

JIPSY — JRC Integrated Processing System (JRC)

Jipsy is a system for managing the tender processes and documents of the Joint Research Centre (JRC). DIGIT
recommends that it be replaced and partially migrated to the e-procurement system currently being developed
by DIGIT. The table below presents an in-depth analysis of this tool in regard to the collection of administrative
data on procurement at the EU level.

Table 25: JIPSY

Objective Jipsy is a system for managing competitive dialogue, low value markets, orders, goods
receipts and invoices of the Joint Research Centre (JRC).

How does it work? It is a tool storing information and documents on the tender and contracting processes in pre-
award and post-award phases.

What is the quality of | The data and documents stored in the system cover the full procurement cycle. In order to ensure
this data? the accuracy of the payments regular checks on the registered data need be conducted.

Interoperability of the | The system is not linked to external databases.
system or database

Added value of JIPSY in the fight against corruption in public procurement

Prevention of The system, which covers the full procurement cycle, provides transparency and the

corruption + ability to track the procurement processes. This can be seen to add preventive value in the
fight against corruption.

Detection of The information stored in the system can be used for detection of corruption; however,

corruption #+/- | the data must be structured accordingly to make filtering, matching and other scans
possible.

Investigation of + The documents collected in the system can provide useful information for corruption

corruption investigations.

Analysis of (costs) + The financial information in the documents stored in the system can provide input for

of corruption calculating the costs of corruption.
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MarCo - Marchés et Contrats (OIB)

MarCo is an IT tool to manage the procurement programming. The system is developed and managed by the
Office for Infrastructure and Logistics, Brussels (OIB). The table below presents an in-depth analysis of this tool
in regard to the collection of administrative data on procurement at the EU level.

Table 26: MarCo

Objective MarCo is used for planning of procedures, monitoring of actions and management reporting.

How does it work? The type of data that can be stored includes procurement types, bidder lists, contractor lists,
timeframes, deliverables, budget estimations, contact persons in the operational units, and dates
of major steps in the tenders. No documents can be uploaded into the system.

What is the quality of | Every manager of the tender procedures encodes the steps of each procedure he/she manages
this data? and the system enables the follow-up of each procedure and reporting.

Interoperability of the | MarCo is an OIB system and is not linked to other IT tools.
system or database

ainst corru procurement

Prevention of + The system provides transparency and availability to track the procurement processes.

corruption This can be considered as a preventive measure against corruption.

Detection of Data registered in the system can be used for corruption detection, but the way the data is

corruption +/- | structured should give access and availability to certain types of scans, matching and
filtering activities.

Investigation of + The information stored in the system can be useful for the corruption investigation.

corruption

Analysis of (costs) + The collected data on procurement also contains financial information, which can be used

of corruption to calculate the costs of corruption.

Trefle — Traduction FreeLance (DGT)

Trefle is an IT tool used to manage free-lance translations. It has been developed in-house by DG Translation
(DGT). Different types of data are stored in the system, including the procurement types, procurement
procedures and the lot the contractor has won. The system can also store contracts (framework contracts and
orders issued), the proposal documents, agreed unit prices, initial quality ratings and updated quality ratings
(dynamic ranking system). It has the functionality to list the contractors and register the timeframe, and how
long the contracts are valid. The officials of DG Translation can also upload deliverables temporarily in the
system. Jobs can be proposed via the portal and the deliverables can be uploaded by the supplier via the portal
once translation complete. Evaluation of the work done is also uploaded in the system, together with an
updated quality rating, once a month.

The tool also assists EU officials to manage the budget execution and monitor payments and other data related
to signed contracts. It can register data from amendments, annual price indexations, contract activation,
suspension and termination. DGT officials can also issue the purchase order via the Treéfle system. Trefle does
not include any procedural documents like the tender specifications. It is linked to ABAC.

Trefle is currently being migrated to e-Trefle. The new e-Tréfle system is meant to be available by end 2014. In
the exercise of developing the architecture for the new e-Trefle, DGT works in close cooperation with DIGIT in
order to base the new system on existing IT systems, such as e-Prior and Customer Portal. DGT intends to build
e-Trefle to reflect specific DGT core business functionality. Various documents that can be uploaded in Tréfle,
including:

o Contract, the order form is produced by the system;

e Jobs to be performed (proposed jobs to translate);

e Jobs performed (result of the translation);

¢ Invoices;

e Payments;

o Administrative documents submitted by the contractor;
o Certificate of intellectual property rights; and

e Evaluation of the work done.
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Tréfle and eTréfle can also manage public procurement procedures, generate public procurement documents
automatically and use e-procurement. The table below presents an in-depth analysis of this tool in regard to the
collection of administrative data on procurement at the EU level.

Table 27: Tréfle
Objective

Trefle is an IT tool used to manage free-lance translations

How does it work?

The system stores electronic data on procurement type, procurement procedures and the lot the
contractor has won, budget execution, payments and signed contracts.

What is the quality of | Our research revealed no information on data quality.
this data?
Interoperability of the | Trefle is linked to ABAC.

system or database

Added value of Tré he fight against corruption in public procurement

Prevention of + The type of data stored in the system and functionalities such as initial quality rating and

corruption updated quality rating (dynamic ranking system) can help for prevention of corruption.

Detection of The electronic data stored in the tool can be used for the detection of corruption, but the

corruption +/- | data needs to be structured accordingly for the necessary searches, scans, matching and
filtering applications.

Investigation of + The data stored in the system can be used for corruption investigations.

corruption

Analysis of (costs) + The financial information concerning the contracts can be used in calculating the costs of

of corruption corruption.

Extra Portal (DGT)

Extra Portal is another IT tool developed by DG Translation. It enables the EC officials to propose jobs to the
free-lance contractors on the portal. The table below presents an in-depth analysis of this tool in regard to the
collection of administrative data on procurement at the EU level.

Table 28: Extra Portal

Objective

Extra Portal announces the translation jobs to the free-lance contractors on the portal.

How does it work?

The contractor can consult, accept and download the proposed jobs via the system. The portal
can automatically select the best price quality supplier available for every job proposed under a
specific contract or negotiated procedure. At the delivery level, the contractor can upload the
work completed.

What is the quality of | There is detailed data on the contractor, the scope of the work and the delivered result. As the

this data? communication and the exchange of information between the EC and the contractor are done via
the portal, the data is regularly updated and checked by both sides.

Interoperability of the | The system is not linked to external databases.

system or database

Prevention of

It increases transparency on the procurement process and helps to ensure equal

corruption + treatment of the bidders. This characteristic stands to contribute to the prevention of
corruption.

Detection of The electronic data stored in the system can be used for the detection of corruption, but

corruption +/- | the data must be structured accordingly for the necessary searches, scans, matching and
filtering applications.

Investigation of + The data stored in the system can be used for corruption investigations.

corruption

Analysis of (costs) + The financial information concerning the contracts can be used for calculating the costs of

of corruption corruption.
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BIFI (ESTAT)

BIFT has been mainly built in order to provide programme execution reports for Eurostat (ESTAT). Here below
an in-depth analysis of this tool is presented in regard to the collection of administrative data on procurement
at the EU level.

Table 29: BIFI

Objective BIFI is in place to provide programme execution reports.

How does it work? The system produces reports based on the programme execution data entered by the
Commission officials.

What is the quality of | ESTAT would like discontinue use because the tool does no longer meets ESTAT needs and
this data? requires the use of parallel tools and excel sheets to manage the activities.

Interoperability of the | The system is not linked to other tools or databases.
system or database

Added value of BIFI in the fight against corruption in public procurement

Prevention of The system has notbeen designed with a view to serve any corruption prevention
corruption - purposes.

Detection of The programme execution reports might contain data to be used for detection of
corruption +/- | corruption. However, the way the data is structured plays an important role in order to

run corruption detection applications.

Investigation of The data stored in the tool can provide useful information for the corruption

corruption investigators.
Analysis of (costs) + The financial data stored in the system can provide useful information for the calculating
of corruption the costs of corruption.

MyAMI — Appels a Manifestation d’Interet (CLIMA-ENYV)

MyAMI is a portal of DG Environment (DG ENV) and DG Climate Action (DG CLIMA), through which
economic operators can apply for the expression of interest published by DG CLIMA-ENV every 3 years.
Qualification data is then available to CLIMA-ENV in a structured format. The system is very easy to use and
performs its duties in an efficient manner, however it is limited to the expression of interest procedure and for
the moment does not allow for managing qualifications for several procedures.

The table below presents an in-depth analysis of this tool in regard to collection of administrative data on
procurement at the EU level.

Table 30: MyAMI

Objective MyAMI facilitates communication with potential bidders
How does it work? Economic operators can apply for the expression of interest published by DG CLIMA-ENV every
3 years.

What is the quality of | The data is updated every 3 years.
this data?

Interoperability of the | MyAMI is not linked to other systems.
system or database

Added value of MyAMI in the fight against corruption in public procurement

Prevention of The system provides transparency and improved communication with the potential

corruption +/= | bidders. This can be considered as an initiative towards corruption prevention even
though it is not an explicit objective of the tool.

Detection of The tool is only used for the pre-tendering phase of the procurement cycle and , therefore,

corruption - does not contribute to corruption detection.

Investigation of The data stored in the system is not useful for corruption investigations.

corruption -

Analysis of (costs) There is no financial information registered in the system. Therefore it cannot provide any

of corruption - input calculating costs of corruption.

T
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Offre (CLIMA-ENYV)

Offre is a tool of DG Environment (DG ENV) and DG Climate Action (DG CLIMA) for the creation and
management of calls for tender. The table below presents an in-depth analysis of this tool in regard to collection
of administrative data on procurement at the EU level.

Table 31: Offre

Objective Creation and management of calls for tender

How does it work? It creates the required documents that the candidates should receive and is also a database of
tenderers’ contact details. For restricted calls, it is used for the selection of potential contractors
from the MyAMI list.

What is the quality of | Our research didn’t reveal any information on the data quality in this tool.
this data?

Interoperability of the | It’s not linked to any external database.
system or database

e fight against corruption in public procurement
Prevention of + It provides a structured and transparent way for the preparation of tender documents.
corruption This can be seen to contribute to corruption prevention.
Detection of The data stored in the system can be used for corruption detection but it has to be
corruption +/- | structured accordingly so as to ensure useful results from the scanning, matching and
filtering applications.
Investigation of + Information such as tenderers’ contact details stored in the database can be used in
corruption corruption investigations.
Analysis of (costs) + The tender documents produced by the tool also contain information on the project
of corruption budgets, which can be used for calculating the costs of corruption.

PUMA — Procurement Unified Management Application (CNECT)

PUMA is an IT tool of DG Communications Networks, Content and Technology (DG CNECT) for document
repository. As indicated during the interview conducted at the Commission, DG RTD is considering use of this
tool for procurement procedures as well. The table below presents an in-depth analysis of this tool in regard to
collection of administrative data on procurement at the EU level.

Table 32: PUMA

Objective PUMA is used as a repository for procurement procedures, document generation, and staff
assignments.
How does it work? The system provides document generation for tenders and their management, and generates

certain additional documents.

What is the quality of | Our research has not revealed any information on data quality.
this data?

Interoperability of the | It is not linked to any external databases.
system or database

Added value of PUMA in the fight against corruption in public procurement

Prevention of Automated and standardised generation of tender documents improves the transparency

corruption + and helps to ensure equal treatment of the potential bidders. This can be seen as a
preventive measure against corruption.

Detection of The data registered in the system can be used for corruption detection but the structure of

corruption +/= | the collected data has to be suitable for relevant searches, filtering and matching
applications.

Investigation of + The information on the tender documents generated and stored via this system can

corruption provide useful information for corruption investigations.

Analysis of (costs) + The financial information on the tender documents generated and stored via this system

of corruption can provide useful information for calculating costs of corruption.
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EDMA (COMP)

EDMA is a DG specific database used at DG Competition (DG COMP). The table below presents an in-depth
analysis of this tool in regard to collection of administrative data on procurement at the EU level.

Table 33: EDMA
Objective

It stores procurement documents electronically.

How does it work?

It is a document repository system.

What is the quality of | Our research did not reveal any information on data quality.
this data?
Interoperability of the | The system is not linked to any external databases.

system or database

Added value of ED

A in the fight ag

o o procurement
The system is not designed with a view toward corruption preventive measures.

Prevention of

corruption -

Detection of The information on the documents stored in the system can be useful for the detection of

corruption + corruption. The documents can be searched and listed in the system but the relevant
information on the documents must be searched and analysed manually.

Investigation of Information on documents stored in the system can be useful for corruption

corruption + investigations. The documents can be searched and listed in the system but the relevant
information on the documents needs to be searched and analysed manually.

Analysis of (costs) Financial information on the documents stored in the system can be useful for calculating

of corruption + the costs of corruption. The documents can be searched and listed in the system but the

relevant information on the documents must be searched and analysed manually.

GDC - Gestion des Contrats (TAXUD)

GDC is an Access and Oracle database developed by DG Taxation and Customs Union (DG TAXUD). Itis a
complementary tool to ABAC-WORKFLOW, and ABAC-CONTRACTS. ABAC-SAM was expected to replace this
tool but its functionalities did not meet the needs of DG TAXUD to move forward.

The table below presents an in-depth analysis of this tool in regard to collection of administrative data on
procurement at the EU level.

Table 34: Gestion d

es Contracts

Objective

GDC is a contract management tool to follow up and manage the financial life of the contract
invoices, payments, and budget execution.

How does it work?

With GDC, the unit can extract reports to see how much of a framework contract was used.
Budgetary reports are presented to the Board of DG TAXUD (composed of the Director-General
and the five directors of the Directorate-General) monthly.

What is the quality of | The data is entered by the Financial Unit of the DG and is used for regular reporting. Therefore,
this data? regular updates and checks are done to ensure the data quality.
Interoperability of the | GDC is not linked to ABAC. Thus, data must be entered separately into each system.

system or database

Added value of GDC in t

Prevention of

e fight against corruption in public procurement
The data entered into this tool and the reporting of the system focus on budget execution.

corruption Therefore, GDC cannot provide data for prevention of corruption.
Detection of + The data stored on budget execution can be used for detection of corruption in case of
corruption suspicion concerning a specific contract.
Investigation of + The tool can provide information for corruption investigation processes.
corruption
Analysis of (costs) + As the data stored contains financial information, the tool can help to calculate the costs
of corruption of corruption.
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Analysis on the local tools to manage and execute procurement processes

Our analysis based on the data collected regarding the local IT tools show that there is a possibility for the
potential use of these tools for detection and prevention of corruption in public procurement. Even thought the
systems are not structured in an efficient way to respond to the needs of specific anti-corruption measures, the
tools provide a number of advantages in terms of electronic data collection on EU public procurement. The
major disadvantage is the lack of interconnection among the systems used by different DGs for the same
procurement phase. Standardisation of data storage and links between the local databases would increase the
possibility of computerised prevention and detection of corruption. Interoperability between the local and the
central tools would also increase the efficiency and the potential multi-functionality of the systems and the
stored data. In the current situation the collected data is isolated from the rest of the central and local systems
within the same institution. The structure, type and content of data are identified for the main purpose of the
individual tools, which makes it very difficult to use the collected data for additional purposes such as
corruption detection and prevention.

The table below provides an overview on the current or potential performance of these tools in the fight against
corruption in public procurement. As shown below, the systems have different scores in different phases of
anti-corruption measures. Even if the IT tools do not receive a positive score for all stages, there is a potential
for better use of these systems to prevent, detect, investigate and analyse corruption.

Table 35: Overview on the analysis of the local IT tools concerning the fight against

corruption

o =
Q E
E o ﬁc-i =
ANTI- n P &) Q ] )
MEASURE E A O B 5 = ® ®m 5 O & @ O
Prevention of
corruption + + + + + + + - +/- + + - -
Detection of
corruption + + - +/- /- -+ +/- - +/- +/- + +
Investigation
of corruption + + +/- + + + + + - + + + +
Analysis of
(costs) + + o+~ o+ + + + + - + + + +
of corruption

4.5. Recommendations on data collection and storage at
the EU level

In order to make a good assessment on the current IT tools and systems used at EU level, some criteria to
perform the analysis had to be selected. The table below provides an overview of the data collection methods
and systems in each phase of the procurement cycle, the diversity of functions that the procurement tools offer
and the type of data collected during the procurement processes.

There is no central tool answering to all needs of all EU institutions (see below). This leads to a certain
divergence in terms of the type of information collected, the structure used to store the administrative data and
documents, and the level of use of the gathered information in the different procurement systems.
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Table 36: Analysis of the central IT tools and systems used at EU level collecting procurement data

Data collected
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Table 37: Analysis of the local IT tools and systems used at EU level collecting procurement data

Data collected
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In addition to this analysis the input from the interviews conducted among EU officials and the results of the
survey among IT and finance officers in EU institutions show that procurement data at EU level are mainly

stored:

As hardcopy;

Electronically;

In shared directory with limited access;
In ARES.

As mentioned earlier, this chapter also focuses on IT tools and methods for procurement data collection and
storage. These tools enable the authorities to develop systems to facilitate the prevention and detection of
corruption in public procurement. In order to implement this kind of advanced level of anti-corruption
measures the type of data electronically saved is of high importance.

The type of data mostly collected at EU level and stored electronically is rated in the figure below. The most
stored type of electronic data is indicated with the largest number of “v"”.

Table 38: type of data collected at the EU level and stored electronically

Type of procurement data stored in the European

Most stored electronic data

Commission among DGs
Date of the launch of the procurement 4 4 4
Deadline for proposal submission v 4 v v
Date of the tender opening session \4 \4 v v
Date of the evaluation report 4 v
Date of the evaluation submission v v
Date of the contract awarding v 4 v
Contract value 4 v v
Names and contact details of the bidders v v v
Scope of work/ description of the project 4 4 4
Technical criteria v v v
Exclusion criteria 4 4 4
Selection criteria 4 4 4
Evaluation criteria v v v
Proposals v
Evaluation results 4 4
Contract 4 4 v
Name of the contractor v v 4 v
Budget execution v v v
Work orders 4 4
Deliverables v v
Approval of the deliverables \4 v
Payments 4 4

PwC
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As illustrated in the table above, a vast diversity of data on public procurement is collected and stored
electronically by the EU institutions. The result of the research shows that fundamental information concerning
EU procurement procedures such as deadlines for proposal submissions, dates of the tender opening session
and contractor names are the most commonly collected data types. The outcome of the study helps to easily
distinguish the most and the least frequent electronically stored data.

Information on the procurement process is not stored electronically at every level of detail. Proposals are a good
example for this practice being stored as hard copy only.

As indicated above there is a large number of IT tools and systems to generate, structure, process and store data
and documentation on public procurement used within the EU institutions.

The study shows that the main objective of the units using an IT tool for procurement is to follow the
management of the procedural steps and workflow rather than for data storage and processing. Procurement is
a complex process within the EU institutions. Whereas the financial regulations set out the main rules, DGs and
units have the liberty to develop processes that are most suitable to their own structure and working methods.
The high number of units and individuals involved in the procurement cycle makes managing the process
difficult. Therefore, an automated system for process management comes as one of the priorities when DGs
decide to develop an IT tool for procurement.

The interview results indicate that the level of use of corporate systems related to public procurement differs
immensely from DG to DG and even from unit to unit within the same DG. Whereas some DGs benefit from the
functionalities of certain centralised tools to the greatest extent possible, others do not go beyond the minimum
data requirements that must be entered to the system.

Different phases of the procurement cycle require different tools. The needs and the requirements of the units
for the procurement process before the signature of the contract are divers. There is a streamline of processes
and tools after the signature of the contract as all payments must be done through the central accounting
system of the Commission ABAC. Processes like budget execution, payments, data storage on the contractors
are managed via centralised tools.

Most of the systems are not linked to each other. Due to the diversity of needs and their limited budgets,
different units even within the same directorate might have different tools which are not linked to centrally
used systems, where the data from all units could be stored (e.g. different contract management or budget
execution tools not linked to ABAC, which also offers an Early Warning System including fraud prevention).

The IT rationalisation initiative of DIGIT has put several individual IT initiatives of the DGs on hold. Local IT
tools for different aspects of procurement of the DGs are some of these initiatives that got put on hold. DIGIT is
aiming for a full-fledged IT system covering all phases of the e-procurement. Due to the development and
implementation of this new system DIGIT recommends the replacement of some of the individually developed
IT tools of the DGs.

Not only does the eProcurement project of DIGIT target procurement at the EU level, it also envisages a cross-
border linked system operational in all Member States enabling data exchange among administrations and data
storage.

These conclusions are key for understanding the current situation in the EU institutions, especially the
European Commission. They also help to identify the possible modalities of improving or making better use of
the current systems for collecting administrative data at the EU level (public procurement related) in order to
better prevent and detect corruption.
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4.5.1.1.  DIGIT’s proposed IT landscape: IT Rationalisation

Initiative for EC Tools

Unit B41 of DIGIT in charge of “Systems for Policy Support, Grant Management, e-Procurement” initiated a
recent report to be presented to the High Level Committee on the IT tools used in the Commission for
procurement as part of the IT rationalisation initiative of DIGIT within the Commission. DIGIT is conducting
investigations for systems and is also developing eProcurement tools for the procurement cycle of the European
Commission at the same time. It will also set up a working group composed of owners and suppliers of the
leading systems. This working group should analyse and plan the integration of the procurement tools in order
to build a homogenous service-oriented suite to make available to the customer DGs. The DGs owning a system
that is a candidate for replacement should limit the maintenance and perform a functional gap analysis with the
leading systems in order to identify opportunities for a complete or partial replacement of the system.

4.5.1.2. Procurement and EU Grants

This part of the study sheds light on the connection between the EU grants and EU procurement. It also
highlights opportunities to improve the EU procurement systems based on experience and technological
capacity already in place for EU grants.

The desk research and interviews show that management of the EU grants is worth including in this study.
Large budgets are allocated to beneficiaries and their contractors with a major impact on the financial interests
of the EU. There is also a number of advanced IT systems developed for different levels of management of these
projects. There are two aspects of EU grant management activities that provide valuable input for this study:

1. Public Procurement as a part of the EU grants;
2, IT systems used for grant allocation and management.

4.5.1.3. Public procurement as a part of the EU grants

Different EU policy programmes are linked to various funding schemes. Whereas in some EU grant
programmes the beneficiaries are the direct users of the funds and the executers of the projects, in others
beneficiaries (Member States or private companies) need to assign contractors to do the work. Fraud
prevention or detection is very difficult for the Commission in these procurement processes because the
procurement is not directly managed by the Commission. The Commission also has very limited information on
the type and quality of data on these specific procurement procedures. A centralised system where all
procurement data would be stored and processed would be ideal to enhance the prevention and detection of
corruption. Chapter 7 of the study covers the ARACHNE initiative of DG EMPL and DG REGIO in order to
develop a more centralised database for all projects under the Structural Funds with sophisticated risk analysis
functions and links to external databases.

4.5.1.4. IT systems used for grant allocation and management

The interviews conducted for this study suggest that the DG RTD and DG CNECT have well integrated and
extensively developed IT systems to store, process, structure and analyse data on grants and beneficiaries, as
compared to all other Commission IT tools for procurement identified. Whereas e-submission, e-evaluation and
e-management of the projects are possible for the grants, there big initiatives remain to be taken in order to
reach the same level for procurement.

Differences between the grant management rules and the financial regulations for procurement procedures
prevent the possibility for these systems to be used for procurement. The sophistication of the system for grant
management is also proven with the centralised or linked data storage, on which fraud-preventive or detective
analysis is possible based on data mining. Pluto and Daisy are the innovative tools developed by the European
Commission, which are good examples for anti-corruption and anti-fraud initiatives for EU grants. They show
how Self-Monitoring, Analysis, and Reporting Technology (S.M.A.R.T.) tools are applicable if the relevant data
is electronically stored and processed.
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4.6. Concluding remarks

Data collection at the EU level has many aspects and a significant impact on the development and
implementation of S.M.A.R.T. anti-corruption tools. The divergence in needs and process management
implementations of each procurement authority must be taken into consideration when developing such tools
based on administrative data collection and analysis of this information. There are many different initiatives
underway in this area at the EU and global level. The next chapter will further elaborate on these initiatives and
make recommendations on corruption prevention and detection tools and techniques concerning the
procurement of EU Funds.
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5. Collection of procurement data
with innovative tools and
methodologies

This section provides an overview of S.M.A.R.T.% and innovative tools and methodologies which are able to
structure, process and analyse available data on public procurement. As the definition of the word “innovative”
suggests7o, IT systems that feature new methods and IT tools that are advanced and original in their
development and implementation are presented in this chapter.

Firstly, the chapter focuses on structures and initiatives at the EU level, defining and explaining existing tools
and their potential to improve for data processing and analysis for the detection and prevention of (fraud and)
corruption. This section also provides an overview of innovative methods and tools in EU and non-EU countries
such as India, South Africa, Russia and the USA.

5.1. Initiatives at EU level
5.1.1. PLUTO

DG CNECT provides EU grants to information technology research projects by co-funding the costs incurred. It
manages 5,000 projects and its 15,000 beneficiaries invest more than EUR 1 billion per year. DG CNECT
carries out 200 annual financial audits on these projects and the audit results contribute to the annual
assurance process.’ "

PLUTO is an intelligence database storing all information about the 15 000 beneficiaries and 5 000 research
projects funded by DG CNECT. PLUTO allows the relationships between the various entities contained in the
systems (beneficiaries, projects, persons, telephones and addresses) to be analysed in a visual way. This analysis
identifies risky areas in the contractual environment, facilitating auditing and investigative work. While
auditors and investigators still need to demonstrate irregularities like fraud or corruption, PLUTO makes their
task easier by locating the possible areas to look for these kinds of issues. It is based on the commercially
available software iBase from i2 Inc.

PLUTO is currently used by the European Commission for EU grants. One of the highest risks of fraud with the
allocation of EU grants is beneficiaries applying for the same grant under different legal entities. PLUTO helps
the European Commission to identify the links among all applicants, projects and existing beneficiaries such as
similarities in addresses, phone numbers, contact names, registration numbers and addresses of legal entities,
the project teams or the names of the managers/directors in the legal entities. With these crosschecks PLUTO
provides further evidence on the suspicious cases for the EC to start or continue investigations.

The core competence of PLUTO is its capability to look for links and similarities among the project data entered
into the central system. Currently it is only used for EU grants but it could also be used for other procurement
cases if all data could be centrally stored and structured so that the type of analysis and search that PLUTO
conducts can be possible. The shortcoming of the system is the lack of automated checks among the data
entered into the database. PLUTO can only be used if there is already a suspicion about a certain project,
beneficiary or applicant. The data concerning this specific case is analysed and compared to other data in the
system. PLUTO searches for links between the data of the suspicious case and any other data in the database
and reports the results that have been identified.

69In computer language, S.M.A.R.T. means Self-Monitoring, Analysis, and Reporting Technology.

70Merriam Webster (2013), Definition of Innovation [WWW], Available from: http://www.merriam-webster.com/dictionary/innovation
[Accessed 11/03/2013].

7Dezeure, F. Et al.(2010), Alleged Fraud Involving Millions of Euros: Why Didn’t We Notice?, International Journal of
Government Auditing.
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5.1.2. DAISY

Daisy is a data mining tool developed by DG RTD currently used to identify links among the stored data of
beneficiaries receiving EU funding under the research programmes. It is not an automated tool to run regular
checks on beneficiaries or the projects. It is only operational when a unit has a suspicion about a beneficiary
and would like to run a search in the database to see if there is any information that can confirm the suspicion.
(e.g. different legal entities with the same address receiving different EU grants, double financing of the same
project, etc.) Daisy is comparable to PLUTO so the strengths and shortcomings of the systems are quite similar.

5.1.3. ARACHNE

DG EMPL is developing the anti-fraud ARACHNE prevention tool for ESF and ERDF (with DG REGIO) funds
spending data. The tool is based on the establishment of a public procurement database. The data is collected
from Member States' funds execution data merged with public investigative databases (ORBIS, World
compliance) and thus combines a mix of internal and external data in a single tool which is quite unique. The
resulting public procurement database will also contain benchmarking anti-fraud ratios and links to the
beneficiaries, companies and individuals for anti-fraud investigative analysis.

The ARACHNE database is accessible for viewing fraud indicators related to projects, beneficiaries and
companies along with drill-down functionality. It can trace companies and individuals within the public
investigative databases (ORBIS, World compliance). It can also set up cases on the chosen set of projects in
order to trace their execution for anti-fraud purposes.

ARACHNE automatically calculates the anti-fraud related alerts based on both the Member States data and
merged public investigative data. The calculated alerts (checks) fall into the following categories:

e Procurement;

e Contract management;

o Eligibility;

e Performance;

e Concentration;

e ESF projects — cost components;
e Reputational & Fraud alerts.

They are calculated at beneficiary, contractor, project, contract and operational programme level.

Roll-out of the tool was foreseen by November 2012. The end of the project, including training for all users, is
estimated around the end of March 2013.72

The Managing Authorities have to extract data from their system into a predefined XML format and transfer it
to the European Commission through the SFC2007 interface. The type of information includes data on projects,
beneficiaries, contracts, contractors, expenditure line details and performance data.

72 This is the date announced at the time of the research for this report.
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Subsequently the data is transferred to the system where it is enriched with information from the data sources
such as The Orbis database of Bureau van Dijk which covers 212 countries/regions with 110 million companies,
more than 3 million groups, 100 million individuals and 35 million legal links. ARACHNE is also linked to the
database of World Compliance encompassing global PEP lists, global sanctions lists, global enforcement lists
and global adverse media lists. Press and media coverage in more than 100 countries and more than 75
languages are also included in the system.

After the data is enriched, more than 140 risk alerts are calculated with the objective to calculate an overall risk
score for each project, beneficiary, contract and contractor. The risk alerts are organised in terms of
procurement risks, contract management risks, eligibility risks, performance risks, concentration risks, other
risks related to ESF projects as well as reputational and fraud alerts.

The results of the risk scoring are published on the server of the European Commission where they are
accessible for the Managing Authorities through client-server application.

Advanced functionalities allow the users to make an interactive use of the ARACHNE dashboards through
amongst others sorting the risk up to the level of individual alerts, organizing results through pivot tables and
filter on a broad set of parameters e.g. individual alert values, project amounts, case status.

The strength of ARACHNE is its application of advanced forensics technologies for risk calculation of the EU
procurement cases and analysis for suspicion of corruption or fraud. The links with external databases
increases the data input and includes more information in the analysis together with the data received from
outside sources.

The shortcoming of the system is the contribution and commitment from the Member States to provide data.
The participation is on voluntary basis, therefore the Member States are free to decide if they would like to
share their data or not. The demo version has been developed based on data from one single Member State and
negotiations are on-going for 3 additional Member States to participate. The use and implementation of the tool
EU-wide is a long-term and challenging goal.

Data structure and quality in 